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COMMERCIAL CRIME INSURANCE PLUS 

Policy Wordings 

In consideration of the payment of the premium, and in reliance upon the statements made in the Proposal, and 

subject to the terms of this Policy (including any endorsement hereto), coverage under this Policy is afforded 

solely for Financial Loss first sustained by the Company and where Discovery first occurs during the Period of 

Insurance or the Extended Discovery Period (if applicable) and notified to the Insurer as required by this 

Policy. 

 

1. Insurance Clauses 

1.1 Internal Crime 

The Insurer shall indemnify the Company for Financial Loss, first Discovered during the Period of 

Insurance or the Extended Discovery Period, if applicable, which results directly from a Wrongful 

Dishonest Act of an Employee, including any person acting in collusion with such Employee. 

1.2 External Crime 

The Insurer shall indemnify the Company for Financial Loss, first Discovered during the Period of 

Insurance or the Extended Discovery Period, if applicable, which results directly from a fraudulent, 

dishonest, malicious or criminal act of: 

1.2.1 Theft; 

1.2.2 Forgery of any cheque, draft, promissory note or bill of exchange given or received by the 

Company;  

1.2.3 Fraudulent Alteration; 

1.2.4 Counterfeiting; or 

1.2.5 Crime not otherwise insured or excluded under this Insurance Clause where the third party 

obtained improper financial gain (which shall in no event include salary, fees, commission, 

bonuses or any similar employee benefit earned in the normal course of employment, including 

salary increases, promotions, profit sharing or other emoluments) and intended to cause a loss to 

the Company and is found guilty and convicted by a final judgment in a recognized criminal 

court of law of such criminally sanctioned act;  

committed by a third party, other than any Employee or any person acting in collusion with such Employee. 

1.3 Electronic Crime 

The Insurer shall indemnify the Company for Financial Loss, first Discovered during the Period of 

Insurance or the Extended Discovery Period, if applicable, which results directly from Computer Fraud 

committed by a third party, other than an Employee or any person acting in collusion with such Employee. 

2. Extensions of Cover 

The following Extensions of Cover are only applicable if shown as operative in Section 3 of the Schedule, 

and are subject to all the terms, conditions, exclusions and limitations of this Policy: 

2.1 Fraudulent Impersonation 

The Insurer shall indemnify the Company for Financial Loss which results directly from the Company 

having, in good faith:  

2.1.1  amended the account or payment details of a client, Vendor or service provider in reliance upon 

a written or telephonic instruction; or  
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2.1.2 transferred money or Securities from its own accounts to a third party in reliance upon a Transfer 

Instruction;  

purportedly issued by:  

(i) the Company;  

(ii) an Employee or a Director or Officer of the Company; 

(iii) a Financial Institution; 

(iv) a client of the Company; 

(v) a Vendor; or 

(vi) any other person with the authority to provide such instruction or Transfer Instruction;  

but which instruction or Transfer Instruction proves to have been fraudulently issued by an imposter 

without the knowledge or consent of the entity or natural person named in (i) to (vi) above. 

As a condition precedent to the Insurer’s liability under this Policy:  

(a) the Company must maintain written policies and procedures which have been disclosed to the Insurer 

in relation to the authentication of a Transfer Instruction; and  

(b) the Company for an Employee must have made a demonstrable effort to have followed such written 

policies and procedures before undertaking such  Transfer Instruction. 

The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.1 of the Schedule. 

2.2 Loss Mitigation 

The Insurer shall indemnify the Company for any Mitigation Costs incurred during the Period of 

Insurance provided that: 

2.2.1 as a condition precedent to the Insurer’s liability under the Policy for Mitigation Costs notification 

of the relevant peril, fraud, act, omission or event is made to and accepted by the Insurer pursuant 

to Section 6.1;   

2.2.2 if the peril, fraud, act, omission or event notified in clause 2.2.1 above were to give rise to direct 

financial loss of the Company, such loss would constitute Financial Loss otherwise covered under 

this Policy; 

2.2.3 as a condition precedent to the Insurer’s liability under the Policy for Mitigation Costs and before 

incurring any Mitigation Costs, the Company demonstrates to the Insurer the reasonableness and 

necessity of the proposed actions and costs to mitigate or avoid Financial Loss, and receives the 

Insurer’s express prior written consent for such Mitigation Costs; and 

2.2.4 as a condition precedent to the Insurer’s liability under this Policy for Mitigation Costs, the 

Insurer shall be entitled to associate fully with the Company in relation to the proposed actions 

before they are undertaken and shall be kept fully updated on the potential exposure to Financial 

Loss. 

The burden of proving that the potential direct financial loss would constitute Financial Loss that would 

be covered under this Policy shall rest with the Company. 

The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.2 of the Schedule. 

2.3 Care, Custody and Control 
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The Insurer shall indemnify the Company for Financial Loss resulting directly from the loss of Property, 

money or Securities belonging to any other natural person or organisation, but which is under the care, 

custody or control of the Company and for which the Company is legally liable. 

The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.3 of the Schedule. 

2.4 Interest 

The Insurer shall indemnify the Company for the amount of any interest which would have been received 

or which becomes payable by a Company resulting directly from a Financial Loss covered under this 

Policy, provided that the Insurer’s liability for such interest receivable or payable is calculated by applying 

the average of the Reserve Bank of India base rate in force between the time of sustaining such Financial 

Loss and the date of Discovery of such Financial Loss. 

The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.4 of the Schedule. 

2.5 Costs, Expenses and Fees 

The Insurer shall indemnify the Company for its reasonable and necessary costs, expenses and fees, 

including legal fees, incurred with the Insurer’s prior written consent: 

2.5.1  in the defence of any demand, claim, suit or legal proceeding against the Company; or 

2.5.2  in conducting any proceedings for indemnity, contribution or recovery; 

which result directly from a Financial Loss covered under this Policy, and provided always that:  

(i) such costs, expenses and fees are not recoverable from any other party; and  

(ii) there is no duty upon the Insurer to advance any costs, expenses or fees to the Company prior to 

the conclusion of the demand claim, suit or proceeding. 

The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.5 of the Schedule. 

The Insurer shall not be liable under this Extension for:  

a) internal or overhead expenses of the Company;  

b) salary or remuneration of any Employee, partner, Director or Officer of the Company; or 

c) any cost of implementing any award, directive or recommendation of a regulatory authority. 

2.6 Investigation Costs 

The Insurer shall indemnify the Company for its reasonable and necessary costs, expenses and fees, 

incurred with the Insurer’s prior written consent, after Discovery of a Financial Loss covered under this 

Policy, for establishing the amount of such Financial Loss.  

The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.6 of the Schedule. 

The Insurer shall not be liable under this Extension for: 

(i) internal or overhead expenses of the Company; or  

(ii) salary or remuneration of any Employee, partner, Director or Officer of the Company.  

2.7 Verification and Reconstitution Costs 

The Insurer shall indemnify the Company for its reasonable and necessary costs, expenses and fees, 

incurred with the Insurer’s prior written consent, for the verification, restoration or reconstitution or 

removal of electronic computer programs or Electronic Data, or removal of computer codes or Software, 

stored within the Company’s Computer System, or which the Company owns, holds or is responsible 

for, resulting from a Computer Fraud that is covered under Insurance Clause 1.3 or an Impersonation 

Fraud covered under Extension 2.1.   
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The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.7 of the Schedule. 

2.8 Contractual Penalties 

The Insurer shall indemnify the Company for any contractual penalty assumed by and enforced against 

the Company under a written contract, resulting directly from a Financial Loss covered under this Policy. 

The cover provided under this Extension shall be subject to both the applicable Retention and Sub-Limit 

of Liability specified in Item 2.8 of the Schedule. 

3. Changes in Risk 

3.1 Changes in Subsidiary or Liquidation of Plan 

If an entity ceases to be a Subsidiary during the Period of Insurance, or a Plan is sold or liquidated before 

or during the Period of Insurance, cover for any Financial Loss of the Company sustained or incurred in 

relation to or in connection with such Subsidiary or Plan shall continue until termination of this Policy or 

of any continuous renewal of this Policy issued by the Insurer, provided always that:  

3.1.1 such Financial Loss results from perils, fraud, acts, omissions or events committed, perpetrated, 

occurred or taking place prior to the date of such cessation, sale or liquidation;   

3.1.2 such Financial Loss is first Discovered during the Period of Insurance; and  

3.1.3 only the Policyholder (or any Subsidiary or Plan, not the relevant Subsidiary or Plan) remains 

legally or contractually liable for such Financial Loss.  

3.2 New Subsidiary or Plan  

Cover under this Policy is automatically extended to any Subsidiary or Plan which the Policyholder, 

either directly or indirectly through one or more of its Subsidiaries, first acquires or creates after the 

inception of this Policy, unless such: 

3.2.1 Subsidiary:  

(i) has total assets for the last complete accounting period prior to the acquisition which are 

greater than twenty (20) per cent of the total consolidated assets of the Policyholder declared 

at the inception of this Period of Insurance or reported in the latest audited annual report, or   

(ii) has total Employees which exceed fifteen (15) per cent the total consolidated Employees of 

the Policyholder at inception of the Period of Insurance; or 

(iii) is a Financial Institution 

3.2.2 Plan has total assets which are greater than twenty (20) per cent of the total consolidated assets of 

the Plans insured under this Policy at inception of the Period of Insurance;  

If a newly acquired or created Subsidiary or Plan falls into 3.2.1 to 3.2.2 above, such entity will be covered 

under this Policy for a period of thirty (30) days from the date the Policyholder either directly or indirectly 

first acquired or created such entity for perils, fraud, acts omissions or events committed, perpetrated, 

occurred or taking place after the effective date of such acquisition or creation,, or until the end of the 

Period of Insurance, whichever occurs first.   

The Insurer may in its sole discretion extend coverage for any such Subsidiary or Plan beyond the thirty 

(30) days period if during the thirty (30) day period, the Policyholder:  

(i) requests an extension of this Policy for such Subsidiary or Plan in writing to the Insurer;   

(ii) gives the Insurer sufficient details to permit the Insurer to assess and evaluate the potential 

increase in exposure; and  

(iii) agrees to any additional premium and amendments to the Policy required by the Insurer at its sole 

discretion, relating to such new Subsidiary or Plan.   



  

 

 

Commercial Crime Insurance Plus | UIN: IRDAN152CPLB0903V01202526                     Page 6 of 29 
Zurich Kotak General Insurance Company (India) Limited. (Formerly known as Kotak Mahindra General Insurance Company Limited) 
CIN: U66000MH2014PLC260291; IRDAI Reg. No. 152; Registered & Corporate Office: 401, 4th Floor, Silver Metropolis, Jai Coach 
Compound, Off Western Express Highway, Goregaon (East), Mumbai – 400063. Maharashtra, India. Toll free: 1800 266 4545; Email: 
care@zurichkotak.com; Website: www.zurichkotak.com 

Unless otherwise agreed in writing and attached as an endorsement to this Policy, cover under this Policy 

for such Subsidiary or Plan first acquired or created after the inception of this Policy shall only apply for 

Financial Loss resulting directly from perils, fraud, acts, omissions or events committed, perpetrated, 

occurred or taking place after such Subsidiary or Plan is first acquired or created and whilst remaining a 

Subsidiary or Plan of the Policyholder. 

3.3 Change in Control 

The coverage provided by this Policy shall only apply in respect of perils, fraud, acts or events, committed, 

perpetrated, occurred or taking place, prior to the effective date of a Change in Control.  

As a condition precedent to the Insurer’s liability under this Policy, the Policyholder shall give written 

notice to the Insurer of such Change in Control as soon as reasonably practicable, however no later than 

thirty (30) days after the Change in Control.   

Notwithstanding the effect on cover caused by such Change in Control there shall be no entitlement to 

cancellation of this Policy by any party (other than for non-payment of premium) and the entire premium 

for this Policy shall be deemed to have been fully earned as of the date of such Change in Control. 

4. Definitions 

The bold printed terms in this Policy, whether in the singular or in the plural, shall have the following 

meaning. Any other term that it is not herewith, or in any other section of this Policy, specifically 

defined shall be interpreted in accordance with the applicable laws, legal codes and regulations in force 

in the country set forth in the Applicable Law section specified in the Schedule.  

4.1 Breach Costs  

Breach Costs means all fees, costs, charges, and expenses incurred by the Company (whether voluntarily 

or otherwise) for the purposes of retaining any one or more of an accountant, attorney, lawyer, forensics 

firm, payment card industry forensics investigator, public relations consultant, and other third party to: 

4.1.1 conduct computer forensic analysis to investigate the Company’s Computer System;  

4.1.2 determine indemnification obligations under any written contract with respect to the acts of a service 

provider to the Company;  

4.1.3 determine if the Company is obligated to notify any regulatory authority or potentially affected 

individuals;  

4.1.4 effect compliance with any Privacy Regulation;  

4.1.5 notify potentially affected individuals or applicable regulatory agencies and establish new account 

numbers for the Company’s potentially affected individuals; 

4.1.6 plan, implement, execute and manage a public relations campaign to attempt to counter or minimise 

any actual or anticipated adverse effects of negative publicity, or to attempt to protect or restore the 

Company’s business reputation in response to negative publicity; 

4.1.7 provide credit and identification monitoring services, identification restoration services, and 

identification theft insurance, provided the Insurer shall have no obligation to apply for or furnish 

such insurance) for potentially affected individuals; or 

4.1.8 provide call centre services to handle enquiries from potentially affected individuals; 

in connection with or responding to a Security Event. 

4.2 Change in Control  

Change in Control means:  
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4.2.1 any event wherein any person, entity or group:  

(i) acquires more than 50% of the Policyholder's share capital;   

(ii) acquires the majority of the voting rights in the Policyholder; 

(iii) assumes the right to appoint or remove the majority of the board of directors (or equivalent 

position) of the Policyholder; 

(iv) assumes control pursuant to a written agreement with other shareholders over the majority of 

the voting rights in the Policyholder; 

(v) merges with the Policyholder, such that the Policyholder is not the surviving entity; or 

(vi) is appointed as a trustee in bankruptcy, administrator, receiver, liquidator, conservator, 

rehabilitator (or equivalent official or person in the applicable jurisdiction) for the 

Policyholder, or the Policyholder becomes a debtor-in-possession (or equivalent status in the 

applicable jurisdiction). 

4.2.2 the nationalisation of the Policyholder by the taking of the Company‘s assets directly or indirectly, 

in whole or in substantial part, into state or government ownership;  

4.2.3 any government, quasi-government or government agency (including the International Monetary 

Fund), other regulatory agency, body or funding entity or financial stability fund: 

(i) assuming the voting control of a shareholders‘ meeting of the Policyholder, 

(ii) dismissing the Board of Directors of the Policyholder, 

(iii) appointing a management committee of the Policyholder, 

(iv) taking over the operations of the Policyholder either in part or in whole, or disposing of such 

an undertaking, either in part or in whole. 

4.3 Company 

Company means:  

4.3.1 the Policyholder;  

4.3.2  any Subsidiary; or  

4.3.3      any Plan.  

4.4 Computer Fraud 

Computer Fraud means the intentional unlawful, unauthorised, dishonest, fraudulent or malicious misuse 

or manipulation of the Company’s Computer System (either directly or indirectly via another Computer 

System) through the introduction of data or computer instructions directly into, or modification or deletion 

of data or computer instructions within the Company’s Computer System, by a third party, upon which 

the Company has acted or relied, and provided that such introduction, modification or deletion results in 

the loss of Property, money or Securities or the transfer of money or Securities by the Company to a 

third party.  

4.5 Computer System  

Computer System means computer hardware and Software and the Electronic Data stored thereon including 

associated input and output devices, data storage devices, networking equipment, components, firmware and 

electronic back up facilities including systems available through the internet, intranets, extranets or virtual 

private networks. 

Solely with respect to the Company’s Computer System, this includes hardware and Software, and the 

Electronic Data stored thereon, which: 

(i) the Company leases, owns or operates; 
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(ii) the Company leases or owns, but is operated by a third party pursuant to a written contract for and on behalf 

of the Company; or 

(iii) is owned by the Company’s Employees and operated by them on behalf of the Company for the purpose 

of obtaining remote access to the Company’s Computer System or otherwise operated pursuant to the 

Company’s Bring Your Own Device policy; 

to provide services to the Company.  

4.6 Counterfeit or Counterfeiting 

Counterfeit or Counterfeiting means the imitation of fiat currency or fiat coin which, because of the 

quality of the imitation, the Company believes it is the authentic currency or coin. Fictitious currency or 

coin which merely contain fraudulent misrepresentation are not Counterfeit.  

4.7 Director or Officer  

Director or Officer means any natural person who is a past, present or future director or officer duly elected 

or appointed as a director, management committee member, member of the board of managers, supervisory 

board member, management board member, trustee or governor, or equivalent, of the Company, including 

a non-executive director or independent director of the Company.   

4.8 Discovered / Discovery 

Discovery means when a Responsible Officer first has knowledge of any peril, fraud, act, omission, event, 

fact or matter which would cause such Responsible Officer to reasonably foresee that a Financial Loss 

covered by this Policy is likely to have been or to be incurred even though the exact amount or details of 

such Financial Loss, act, omission, peril, event, fact or matter are not known at the time of discovery. 

Discovery by any Responsible Officer shall constitute discovery by every Company. 

4.9 Electronic Communications System  

Electronic Communications System means systems which permit the digital transmission of instructions, 

messages, information or payments, including:  

(i) electronic communication operations by Fedwire, Clearing House Interbank Payment System 

(CHIPS), Society for Worldwide Interbank Financial Telecommunication (SWIFT), Clearing House 

Automated Payment System (CHAPS), the funds transfer system for the transfer of preauthorised 

recurring debits and credits of an Automated Clearing House Association which is a member of the 

National Automated Clearing House Association and similar automated communication systems;  

(ii) telephone banking communications system which provides clients of the Company with access to the 

Company’s Computer System via an automated touch tone telephone service and which require the 

use of Tested code (including but not limited to a PIN number) in order to effect any banking 

transactions; or  

(iii) Tested telex and Tested telefacsimile. 

Electronic Communications System does not mean automated teller machines or any systems which 

operate automated teller machines or point of sale terminals, including any shared networks or facilities for 

said system in which the Company participates.  

4.10 Electronic Data  

Electronic Data means information stored or transmitted in digital format usable in a Computer System. 

Electronic Data does not include Software or cryptographic or digital currency or token of any kind, 

digital assets functioning or intended to function as a medium of exchange, or cryptographic key material 

providing access to digital currency systems. 

4.11 Employee  

Employee means:  
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4.11.1   a natural person who was, is or during the Period of Insurance becomes a paid employee (full 

time, part-time or temporary) in the regular service of the Company and in the ordinary course of 

the Company’s business, and whom the Company compensates by salary, wages and/or 

commissions and has the right to govern, instruct and direct and under the direct control and 

supervision of such Company;  

4.11.2 a natural person retained by a Company to perform professional financial services, accounting, 

data processing of cheques, payroll or computing services to, for or on behalf of the Company 

under a written contract for services, and outsourced to such natural person or entity by the 

Company;  

4.11.3 a natural person seconded to the Company, or guest student pursuing studies or duties or any person 

engaged in work experience or on a training scheme with the Company while working under their 

direct control and supervision;  

4.11.4 a natural person trustee, fiduciary, administrator or officer of any Plan but not in circumstances 

where and to the extent that such person is acting in the course of discharging or performing their 

trustee, fiduciary, administrator or officer role;  

4.11.5 a natural person who is an ex-employee of the Company for a period not exceeding 60 days 

following the termination of their employment with the Company, other than when their 

employment is terminated as a result of a Wrongful Dishonest Act; or 

4.11.6 any natural person whose identity the Company is unable to discover, but where the evidence 

proves beyond reasonable doubt was a person referred in 4.11.1 to 4.11.5 above, whose Wrongful 

Dishonest Act caused a Financial Loss under this policy. 

 

Employee does not mean  

(i) a Director or Officer of the Company, unless when  

a) performing acts within the scope of the usual duties of an employee providing services to or for 

the Company under a contract of employment and under the direct control and supervision of 

such Company; or  

b) while acting as a member of a committee duly elected or appointed by resolution of the board of 

directors of the Company to perform specific services, or otherwise directed by a written decision 

or instruction of the board of directors, to perform specific acts or services, as distinguished from 

general directorial acts, on behalf of the Company and working under the direct control and 

supervision of the Company;  

(ii) any partner in a Company; 

(iii) any external auditor, external accountant, broker, investment adviser or investment manager, factor, 

commission merchant, consignee, contractor, other agent, representative or equivalent thereof. 

4.12 Extended Discovery Period  

Extended Discovery Period means the period of time specified in the Schedule, immediately following 

the termination of the Period of Insurance, during which written notice may be given to the Insurer of 

Financial Loss first Discovered during such Extended Discovery Period and resulting directly from any 

peril, fraud, act or event covered under this Policy, and committed, perpetrated or occurred prior to the 

expiry date of the Period of Insurance or the date of termination or non-renewal of this Policy. 

4.13 Extortion  

Extortion means the surrender of Property, money or Securities of the Company away from the Premises 

in response to demands of persons and as a result of a threat communicated to the Company: 

4.13.1 to destroy or cause physical damage to the tangible property (including Computer Systems) owned 

by the Company or for which the Company is legally liable; 

4.13.2 to introduce Malware into the Computer System of the Company; 
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4.13.3 to sell, disclose, disseminate or divulge confidential security codes, computer programs or 

Electronic Data to another person or party; 

4.13.4 to destroy, corrupt, alter, encrypt or otherwise make unavailable computer programs or Electronic 

Data which are stored within a Computer System of the Company by causing a computer program 

or Electronic Data to be dishonestly, fraudulently, maliciously or criminally input, modified, 

corrupted or deleted; 

4.13.5 to deny access to a Computer System or Electronic Communication System of the Company; 

4.13.6 to cause the Company to transfer, pay or deliver Property, money or Securities by reason of 

having gained unauthorized access to a Computer System of the Company. 

4.14 Financial Institution  

Financial Institution means any bank, credit institution, financial institution, finance company, any type 

of investment fund or undertaking for collective investment in securities, investment firm, asset 

management company, fund manager, fund administrator, custodian, central securities depository, 

investment trust, savings and loan association, building society, credit union, stockbroker, insurance or 

reinsurance company (other than a captive owned by the Policyholder), stock exchange, investment 

exchange, clearing house, securities or insurance underwriter, or any entity established principally for the 

purpose of carrying on commodities, futures or foreign exchange trading or any other similar entity.  

4.15 Financial Instrument 

Financial Instrument means cheques, drafts or similar written promises, orders or directions to pay a 

certain sum of money that are made, drawn by or drawn upon a Company or by anyone acting or purporting 

to be acting as a Company’s agent. 

4.16 Financial Loss  

Financial Loss means direct financial loss sustained by the Company as a result of any single peril, fraud, 

act, omission or event (or related series of perils, frauds, acts, omissions or events) for which coverage is 

provided under this Policy. Financial Loss shall include:  

4.16.1 Mitigation Costs;  

4.16.2 interests for which coverage is provided under Extension 2.4;  

4.16.3 costs, fees and expenses covered under Extensions 2.5, 2.6 and 2.7; 

4.16.4 contractual penalties for which coverage is provided under Extension 2.8; or  

4.16.5 in respect of Insurance Clause 1.1 compensatory damages for the direct financial loss sustained by 

a client of the Company and for which the Company is held legally liable. 

Financial Loss does not include:  

(i) fines, penalties or damages of any type, except for direct compensatory damages arising out of a 

Financial Loss covered under and as specifically set forth in this Policy; 

(ii) salaries, fees, commissions, bonuses, promotions, profit sharing or similar employee benefits earned 

in the normal course of employment, however, it does include that part of bonuses, commissions or 

profit sharing paid to an Employee for a specific transaction with which such Employee was involved 

and in respect of which that Employee had committed a Wrongful Dishonest Act covered under this 

Policy;  

(iii) the theft or loss of confidential information, including customer information, other than the damage, 

destruction or alteration of Electronic Data resulting from a Computer Fraud covered under 

Insurance Clause 1.3;  

(iv) Breach Costs; 

(v) the amount of any payment made as a result of Extortion; or 
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(vi) any loss arising from the Company owning, trading in, or being responsible for the custodianship of, 

any crypto-assets including, without limitation, any crypto-currencies and non-currency crypto-assets 

such as tokens.  

4.17 Forged or Forgery  

Forged or Forgery means bearing the forged signature or endorsing of the name of another genuine person 

or a copy of said person’s signature without the authority of that person and with the intent to deceive in 

consequence of which the Company has acted or transferred funds or goods, but does not mean the signing 

or endorsing, in whole or in part, of one’s own name, in any capacity, for any purpose. Mechanically or 

electronically produced or reproduced signatures are treated the same as handwritten signatures. 

4.18 Fraudulently Altered/Fraudulent Alteration  

Fraudulently Altered/Fraudulent Alteration means a material alteration of a Financial Instrument for 

a fraudulent purpose by any person other than the person who was authorized to prepare or to sign such 

Financial Instrument. 

4.19 Impersonation Fraud  

Impersonation Fraud means the Company or a Financial Institution being deceived as to the identity 

of a third party and amending the account or payment details of a client, Vendor or service provider in 

reliance upon a written or telephonic instruction, or acting or relying upon a Transfer Instruction from 

that third party, resulting in the transfer of Property, money or Securities. 

4.20 Insurer 

Insurer means the company specified in Item 1.5 of the Schedule. 

4.21 Limit of Liability  

          Limit of Liability means the amount specified in Section 2 of the Schedule. 

4.22 Loan 

Loan means:  

4.22.1 any loan or transaction in the nature of, or amounting to, a loan or extension of credit, including a 

mortgage or a lease, made by or obtained from the Company; or  

4.22.2 any note, invoice, account, agreement, receivables or other evidence of debt, assigned or sold by or 

to, or discounted or otherwise acquired by the Company, including the purchase, discounting or 

other acquisition of accounts or invoices; or  

4.22.3 any overdraft or similar payments made or withdrawals from a client’s account involving items 

which are not paid for any reason; or  

4.22.4 a guarantee.  

4.23 Malware 

Malware means any unauthorized, corrupting, or harmful software, code or program specifically designed 

to:  

4.23.1   erase or corrupt Electronic Data;  

4.23.2   damage or disrupt any network or Computer System; or  

4.23.3  circumvent any security product or service,  

including, but not limited to, computer viruses, trojan horses, keystroke loggers, cookies, spyware, adware, 

worms, ransomware and logic bombs. 

4.24 Mitigation Costs  
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Mitigation Costs means the reasonable and necessary fees or direct costs or expenses incurred by the 

Company, with the Insurer’s prior written consent, following Discovery first occurring during the Period 

of Insurance of a covered peril, fraud, act, event or omission in order to mitigate, minimize, prevent or 

avoid the Company’s exposure to actual or potential Financial Loss that would otherwise be covered under 

this Policy.  

Mitigation Costs do not include Breach Costs or payments made as a result of Extortion. Furthermore, 

the Insurer shall not be liable for:  

(a) internal or overhead expenses of any Company, other than those involved in taking immediate action 

to correct, prevent, limit or mitigate its exposure to a covered Financial Loss;  

(b) the remuneration of any Employee, the costs of their time or any other costs, profits or overheads of 

any Company;  

(c) any increase in the liability of or the Financial Loss of the Company arising from taking such actions; 

(d) any payment which exceeds the coverage provided under this Policy; or  

(e) the amount of any applicable Retention. 

4.25 Period of Insurance 

Period of Insurance means the period specified in Item 1.3 (a) of the Schedule, including any extension 

thereto agreed in writing by the Insurer. 

4.26 Plan  

Plan means any superannuation fund, employee benefit, pension, welfare benefit, share option or share 

saver plan or charitable fund or foundation maintained by the Policyholder or Subsidiary for the sole 

benefit of the past, present and or future employees or their respective beneficiaries on or after the inception 

date of this Policy provided that they are specifically listed as Insured Plan specified in Item 1.4 of the 

Schedule. 

4.27 Policyholder 

          Policyholder means the entity specified in Item 1.2 of the Schedule. 

4.28 Pollutants 

Pollutants means any air emission, odour, waste water, oil or oil products, infectious or medical waste, 

asbestos or asbestos products, silica, noise, fungus (including mould, mildew and any mycotoxins, spores, 

scents or by-products produced or released by fungi, but not any fungi intended by the Company for 

consumption) and electric or magnetic or electromagnetic field. Such matters shall include, without 

limitation, solids, liquids, gaseous, thermal, biological, nuclear or radiological irritants, contaminants or 

smoke, vapour, soot, fumes, acids, alkalis, chemicals or waste materials. 

4.29 Premises 

Premises means any interior portion of any building owned or occupied by the Company in which they 

conduct their business and perform professional financial services. 

4.30 Privacy Regulation 

Privacy Regulation means any legislation, regulation or by-law, including any amendments thereto, 

relating to the collection, storage, processing, transfer or associated with the control and use of personal 

data or information or personally identifiable financial, medical or other sensitive information, including 

but not limited to the Digital Personal Data Protection Act, 2023 and the rules made thereunder or 

Information Technology Act, 2000, or any rules made thereunder or any other legislation, regulation or 

by-law associated with identity theft or privacy. 

4.31 Property 
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Property means tangible property of the Company other than money or Securities.  

Property does not include cryptographic or digital currencies or tokens of any kind, digital assets 

functioning or intended to function as a medium of exchange, or cryptographic key material providing 

access to digital currency systems. 

4.32 Proposal  

Proposal means any information and/or statements or materials supplied to the Insurer including any 

application form completed and signed by the Policyholder and any attachments thereto. 

4.33 Responsible Officer 

Responsible Officer means any natural person who has been, now is, or shall become a partner, Director 

or Officer, general counsel, head of legal, compliance officer, departmental director, internal auditor, risk 

manager, insurance manager, head of information and data security, trustee, or equivalent of any Company, 

who is not in collusion with any Employee in respect of Financial Loss which may be covered under 

Insurance Clause 1.1. 

4.34 Retention 

Retention means the applicable amounts specified in Section 4 of the Schedule. 

4.35 Security(ies) 

Security means any bond, debenture, note, share, stock or other equity or security for debt, and will include 

any certificate of interest or participation in, receipt for, warrant or other right to subscribe to or to purchase, 

voting trust certificate relating to, or other interest in any of the foregoing items representing money or 

property.  

Security does not include Property, money or cryptographic or digital currency or token of any kind, 

digital assets functioning or intended to function as a medium of exchange, or cryptographic key material 

providing access to digital currency systems. 

4.36 Security Event  

Security Event means: 

4.36.1 the unauthorized access to; 

4.36.2 physical theft by a person other than an Employee of; 

4.36.3 introduction of Malware into; or 

4.36.4 denial of service attack upon; 

the Company’s Computer System causing a breach of network security. 

4.37 Software 

Software means operations and applications, codes and programs by which Electronic Data is 

electronically collected, transmitted, processed, stored or received, provided always that Software does not 

include Electronic Data. 

4.38 Sub-Limit of Liability 

Sub-Limit of Liability means the limit of the Insurer’s liability under this Policy for certain covers and 

Extensions and which is within and forms part of, and is not in addition to, the Limit of Liability. The 

amount of the Sub-Limit of Liability for each respective cover and extension is the aggregate and specified 

in the Schedule. 

4.39 Subsidiary  
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Subsidiary means any entity or organisation, including any joint venture or partnership, in which on or 

before the inception date of this Policy (or for the purpose of Section 3.3 for New Subsidiaries, during the 

Period of Insurance), the Policyholder, directly or indirectly through one or more Subsidiary: 

4.39.1  controls the composition of the board of directors, has the right to elect or appoint a majority of the 

board of directors (or equivalent in any other country);   

4.39.2 controls more than 50% of the shareholder or equity voting rights; or  

4.39.3 holds more than 50% of the issued share capital or equity; 

but only if such entity is domiciled or incorporated in the same country of incorporation as the 

Policyholder, as stated in item 1.2 of the Schedule. 

For the purposes of determining cover, an entity shall only be deemed a Subsidiary with respect to 

Financial Loss resulting directly from perils, fraud, acts, omissions or events committed, perpetrated, 

occurred or taking place subsequent to the date that such entity first became a Subsidiary and prior to the 

date such entity ceased to be a Subsidiary. 

4.40 Tested  

Tested means a method of authenticating the contents of a communication between the Company and a 

client of the Company or a Financial Institution, or between the offices of the Company, for the purposes 

of protecting the integrity of the communication. 

4.41 Theft 

Theft shall mean the intentional permanent deprivation of money, Securities or Property. 

4.42 Trading  

Trading means the purchase, sale or other dealing in:  

4.42.1 Securities, commodities, futures, options, derivatives, funds, currencies including cryptographic 

or digital assets, tokens or currency of any kind , foreign exchange, exchange traded products and 

similar instruments; or  

4.42.2 any other instruments traded through any regulated stock exchange, commodities or mercantile 

exchange, future or derivative exchange, clearing house, or any other regulated trading facility, 

trading system network or online platform providing services or functionality of a similar nature;  

whether for the Company’s own account or for the account of clients or others. 

4.43 Transfer Instruction 

Transfer Instruction means an instruction, communicated via e-mail, telephone or facsimile, directing the 

Company or a Financial Institution to transfer money or Securities. 

4.44 Vendor 

Vendor means an entity or individual that has a legitimate written contract or a pre-existing written 

arrangement to provide goods or services to the Company. 

4.45 Wrongful Dishonest Act  

Wrongful Dishonest Act means any fraudulent, dishonest, malicious or criminal act of an Employee, 

wherever committed and whether committed alone or in collusion with others.  

However, in respect of Financial Loss resulting from Loans and Trading, Wrongful Dishonest Act shall 

only mean any fraudulent or dishonest act of an Employee with the intent to cause a loss to the Company 

and with the intent to obtain and resulting in an improper financial gain for the Employee who committed 

such Wrongful Dishonest Act, or any person or organisation, other than a counterparty, in collusion with 

such Employee. 
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Salary, fees, commission, bonuses, any similar employee benefit earned in the normal course of 

employment, including salary increases, promotions, profit sharing or other emoluments, do not constitute 

improper financial gain. 

5. Exclusions 

The Insurer shall not be liable under any of the terms or conditions of this Policy to make any payment for 

Financial Loss in connection with any of the Insurance Clauses as set out in Section 1 of this Policy or 

Extensions as set out in Section 2 of this Policy:  

5.1 Discovery Outside of the Period of Insurance 

alleging, arising out of, based upon, attributable to or as a consequence of any loss, peril, fraud, act, omission 

event or circumstance:  

5.1.1 Discovered prior to the inception date of the Period of Insurance of this Policy;  

5.1.2 which a Responsible Officer knew or reasonably should have known before the inception date of 

the Period of Insurance; or  

5.1.3 Discovered subsequent to the expiry of the Period of Insurance, unless the Extended Discovery 

Period is elected and applies. 

5.2 Subsequent Wrongful Dishonest Act 

arising out of or resulting directly or indirectly from a previous or related Wrongful Dishonest Act of an 

Employee committed after the time at which a Responsible Officer (not being, or acting in collusion with, 

that Employee) became aware of a previous Wrongful Dishonest Act of that Employee, unless the Insurer 

agrees in writing to waive the application of this Exclusion.   

5.3 Indirect or Consequential Loss 

5.3.1 which is indirect or consequential loss of any kind, except when covered under Extensions 2.4, 2.5, 

2.6, 2.7 or 2.8; 

5.3.2 which represents loss or deprivation of income or profits, including interests and dividends or loss 

or rights and privileges, except when covered under Extension 2.4; 

5.3.3 arising out of, based upon or attributable to business interruption (including loss of computer and 

time), including business interruption resulting from or as a consequence of a Security Event; or 

5.3.4 which represents loss of or damage to property of any kind by reason of wear, tear, gradual 

deterioration, moth or vermin. 

5.4 Credit Default 

arising directly or indirectly out of or alleging the complete or partial non-payment of or default upon any 

Loan, whether procured in good faith or through trick, artifice, fraud or false pretences unless such 

Financial Loss is covered by Insurance Clauses 1.1, 1.2.2, 1.2.3 or 1.2.4. 

5.5 Voluntary Exchange or Purchase 

arising out of, based upon, attributable to, as a consequence of or resulting from, directly or indirectly the 

voluntary giving or surrendering (whether or not such giving or surrendering is induced by deception) of 

Property, money or Securities in any exchange or purchase, unless such Financial Loss is covered by 

Insurance Clauses 1.1, 1.2.2, 1.2.3, 1.2.4, 1.3 or Extension 2.1. 

5.6 Kidnap and Ransom 

arising out of or in connection with kidnap, ransom or any threat thereof.  

5.7 Bills of Lading and Similar Documents 

arising out of or resulting directly or indirectly from Forgery, Counterfeiting or Fraudulent Alteration 

of any:  
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(i) bills of lading, being documents of title issued by a carrier to the order of a shipper and transferable to 

another person or entity by endorsement;  

(ii) warehouse or trust receipts; or  

(iii) documents of title or receipts similar in nature or effect or serving a similar purpose to any of the 

foregoing in (i) and (ii) above.  

5.8 Confidential Information 

alleging, arising out of or resulting directly or indirectly from the accessing of any confidential information, 

including but not limited to trade secrets, customer information, patents, trademarks, trade names or 

copyrights, Electronic Data or computer programs, except to the extent that any such confidential 

information is used to support or facilitate the commission of an act covered under this Policy. 

5.9 Costs, Fees, Expenses  

resulting from costs, fees and other expenses incurred in establishing the existence or amount of Financial 

Loss covered under this Policy, or in prosecuting or defending any legal proceeding or incurred as a party 

to any legal proceeding, except as provided for under Extension 2.5 or 2.6. 

5.10 Profit, Loss or Inventory Computation 

when the proof of such Financial Loss being incurred by the Company is solely dependent upon: 

(i) a profit and loss computation or comparison; or 

(ii) a comparison of inventory records with a physical count. 

5.11 Impersonation Fraud 

arising out of, based upon, attributable to, as a consequence of or resulting from, directly or indirectly 

Impersonation Fraud, except where covered under Insurance Clause 1.1 or Extension 2.1, 2.2, or 2.7 

5.12 Security Event 

arising out of, based upon, attributable to, as a consequence of or resulting from, directly or indirectly, a 

Security Event, except when covered under Insurance Clause 1.1 or 1.3, or Extensions 2.1, 2.2, 2.6 or 2.7. 

5.13 Corporate Transaction 

arising out of, based upon, attributable to, as a consequence of or resulting from, directly or indirectly, any 

transaction involving the purchase or sale of shares, equity, debt or assets of any entity, unless such 

Financial Loss is covered by Insurance Clauses 1.1. 

5.14 Shareholders 

when the perils, fraud, acts, omissions or events resulting in such Financial Loss involves any person who, 

at the time of committing an act which results in a Financial Loss, owns or controls more than 5% of issued 

share capital of the Company. 

5.15 Nuclear and Pollution 

alleging, arising out of, based upon, in connection with, attributable to or as a consequence of: 

5.15.1 the hazardous properties of nuclear material including but not limited to the actual, alleged, 

threatened or potential:  

(i)  ionising radiations or contamination by radioactivity from any nuclear fuel or from any 

nuclear waste from the combustion of nuclear fuel; or  

(ii) the radioactive, toxic, explosive or other hazardous properties of any explosive nuclear 

assembly or nuclear component thereof; 

5.15.2 the actual, alleged or threatened discharge, dispersal, release, escape, seepage, migration or disposal 

of Pollutants, or any records thereof; or  

5.15.3 any direction or request to test for, monitor, clean up, remove, contain, treat, detoxify or neutralise 

Pollutants. 
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5.16 Uncontrollable events 

arising out of, based upon, attributable to, as a consequence of or resulting from, directly or indirectly:  

5.16.1   civil unrest, including but not limited to protests, striking employees, riots and looting; 

5.16.2  war, terrorism, invasion, act of foreign enemy, hostilities or warlike operations (whether war has 

been declared or not), civil war, rebellion, revolution, insurrection, civil commotion assuming the 

proportion of or amounting to a popular uprising, military or usurped power, martial law, riot or the 

act of any lawfully constituted authority; 

5.16.3 emergency governmental actions, including but not limited to embargos, or any seizure, 

confiscation, expropriation, nationalization or destruction of a Computer System by such 

governmental authority, including without limitation any damage or loss to Property or Documents 

as a result of such action;  

5.15.4  failure, interruption, or outage to Internet access service provided by the Internet service provider 

that hosts the Company’s website, including without limitation any failure of telephone lines, data 

transmission lines, satellites, or other infrastructure comprising or supporting the Internet unless 

such infrastructure is under the Company's operational control; 

5.16.5  fire, smoke, explosion, lightning, wind, flood, earthquake, volcanic eruption, tidal wave, landslide, 

hail, pandemic, epidemic, or act of God, or any other similar event however caused; 

5.16.6  mechanical failure, Software failure, faulty construction, design error, latent defect, wear or tear, 

gradual deterioration, electrical disturbance, failure or breakdown, Electronic Data processing 

failure or breakdown, or any malfunction or inadvertent error in programming or inadvertent errors 

or omissions in processing; or 

5.16.7 electrical failure or interruption caused by a third party, acting independently of the Company, or 

by an event outside of the Company’s control, including any electrical power, communication or 

other utility interruption or surge, brownout, blackout, short circuit, over voltage, or power 

fluctuations. 

6. Discovery, Notification and Basis of Settlement 

6.1 Notification of Financial Loss or Circumstances 

6.1.1 As a condition precedent to the Insurer’s liability under this Policy, the Company shall give 

written notice to the Insurer of any actual or potential Financial Loss, as soon as reasonably 

practicable after Discovery but in all events no later than thirty (30) days after the expiry of the 

Period of Insurance or within the Extended Discovery Period (if applicable). 

Written notice under this section shall include, but not be limited to, a description of the Financial 

Loss and details of the actual or potential damage, loss or expenses, details of the perils, fraud, acts, 

omissions or events, of the actors or perpetrators, and the date and manner in which the Company 

first Discovered such Financial Loss. 

6.1.2 If during the Period of Insurance the Responsible Officer become aware of any circumstances 

which may reasonably be expected to give rise to a Financial Loss but the latter has not been 

established or quantified yet, they may give written notice to the Insurer of those circumstances. 

Written notice to the Insurer of such circumstances, when accepted, will be considered as the date 

of Discovery of a Financial Loss under the Policy, provided that such written notice of such 

circumstance shall make reference to the perils, fraud, acts, omissions or events which may give 

rise to such Financial Loss covered under this Policy, and the material facts which give rise to the 

belief that a Financial Loss may be sustained. 

6.1.3 Written notice hereunder shall be given to the Insurer named in the Schedule at the address 

specified in the Schedule, and shall be effective from the date of receipt at such address.  

6.1.4 The details of any other insurance policy which may apply to any Financial Loss covered under 

this Policy shall be reported to the Insurer within a reasonable time of any notification. 
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6.2 Proof of Loss 

The Company shall, as soon as reasonably practicable, following notification in accordance with Section 

6.1 above provide to the Insurer proof of Financial Loss.  

The proof of Financial Loss shall set out the basis on which the Company reasonably believes that the 

Financial Loss is covered under this Policy and shall include any and all documentary evidence within the 

possession, custody or control of the Company as is reasonably necessary to support that belief. 

At the Insurer’s request the Company shall provide the Insurer with additional information in order to 

clarify or expand on any of the evidence provided by the Company. 

In the event that the relevant acts of an Employee are not the subject of a criminal investigation or 

prosecution, the question of whether such acts are fraudulent, dishonest, malicious or criminal, or whether 

the Company has proved beyond reasonable doubt that an Employee, including an unidentified person 

falling within clause 4.11.6 of the definition of Employee, obtained or intended to obtain improper financial 

gain, will, at the election of either the Company or the Insurer, be referred to a Senior Advocate or other 

senior lawyer with at least 10 years’ experience of criminal law or fraud, for a binding determination. The 

costs of any such referral will be split equally between the Company and Insurer.  

6.3 Basis of Valuation and Settlement 

The valuation of any direct Financial Loss under this Policy shall be determined as follows: 

6.3.1 Securities  

In no event shall the Insurer be liable in respect of Securities for more than the actual cash value 

thereof at the close of business on the business day on which the Financial Loss was Discovered, 

or, if less, the actual cost of replacing the Securities. 

6.3.2 Book of Accounts and Records 

The value of books of accounts or other records used by the Company in the conduct of their 

business, shall be the cost of blank books, blank pages or other materials plus the cost of labor and 

computer time for the actual transcription or copying of data or information which shall have been 

furnished by the Company in order to reproduce such books and other records. 

6.3.3 Electronic Data 

In the event that a Financial Loss covered under this Policy results in the destruction, erasure or theft 

of Electronic Data used by the Company while such data is stored within the Company's 

Computer Systems, the Insurer shall be liable under this Policy if such data is actually reproduced 

and cover hereunder shall only apply to the cost of labour for the actual transcription or copying of 

data, which shall have been furnished by the Company in order to reproduce such Electronic Data. 

6.3.4 Damage to Property 

In the case of damage to the Premises, the Insurer shall not be liable for more than the actual 

diminution in value of the Property. 

6.3.5 Foreign Currency 

If a foreign currency (being a currency other than the currency in which this Policy is written) is 

involved in a Financial Loss sustained by the Company under this Policy, then for the purpose of 

any calculation required in the settlement of a Financial Loss, the rate of exchange shall be the 

officially published rate on the date of such settlement.  

6.3.6 Precious Metal 

The value of precious metals shall be determined by their average market value on the day of 

Discovery (or if Discovered during a weekend or national holiday, on the next business bay 

thereafter).  

6.3.7 Other Property 
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In no event shall the Insurer be liable in respect of other Property (not included in the above), for 

more than the actual cash value thereof at the time of Financial Loss or, should Insurers elect, for 

more than the actual cost of repairing such other property or of replacing same with Property or 

material of like quality and value, provided however, the actual cash value of such other Property 

held by the Company as a pledge, or as collateral for an advance or loan, shall be deemed not to 

exceed the value of the property as determined and recorded by the Company when making the 

advance or loan, nor, in the absence of such record, the unpaid portion of the advance or loan plus 

accrued interest thereon at legal rates. In order to determine the actual cash value of such Property, 

the Insurer may obtain an independent valuation from an expert valuer. 

6.4 Single Financial Loss 

All Financial Loss arising out of the same or from one or from a series of perils, fraud, acts, omissions or 

events which are causally connected with another or which are by any means causally inter-related or inter-

connected, shall be deemed to constitute and form a Single Financial Loss notwithstanding the number of 

perils, fraud, acts, omissions or events that have been made or occurred.  

Such Single Financial Loss shall (irrespective of the period of insurance in which it in fact arises) be 

attributed solely to the Period of Insurance or the Extended Discovery Period (if applicable) during which 

the first peril, fraud, act, omission or event of such series was first Discovered. 

7. General Conditions 

7.1 Aggregate Limit of Liability  

The Limit of Liability shall be the Insurer's maximum liability, in the aggregate, payable under this 

Policy, for all Financial Loss and all the fees costs, expenses and amounts set out in Section 2 Extensions 

covered under this Policy during the Period of Insurance or all Extended Discovery Periods (if 

applicable). 

Any Sub-limit of Liability set forth in the Schedule represents the highest amount the Insurer will pay in 

the aggregate under this Policy in respect of any insurance clause or extension to which it applies. Where 

more than one Sub-Limit of Liability applies to any Financial Loss payable under the terms of this Policy, 

only one Sub-Limit of Liability shall apply, being the greater of such Sub-Limits of Liability.   

The Limit of Liability or the Sub-Limits of Liability shall apply only in excess of the applicable 

Retention.  

The Limit of Liability for any Extended Discovery Period shall be part of, and not in addition to, the 

Limit of Liability for the Period of Insurance. 

7.2 Application of Retention 

The Insurer shall only pay that amount of Financial Loss or fees, costs, expenses and amounts set out in 

Section 2 Extensions, which is in excess of the applicable Retention specified in the Schedule. 

The Retention is not part of the Insurer’s liability for Financial Loss. The Retention is to be borne by 

the Company (jointly or severally) and shall remain uninsured.  

 A single Retention shall apply to all Financial Loss that is considered as Single Financial Loss according 

to Section 6.5 of this Policy. 

7.3 Authorisation Clause and Assignment 

By acceptance of this Policy, the Policyholder agrees to act on behalf of each Company with respect to 

giving and receiving notices of Financial Loss or circumstances or communication to the Insurer, 

termination, paying premiums and receiving any return premiums that may become due under this Policy, 

agreeing to endorsements, and giving or receiving notices provided for in this Policy, and each Company 

agrees that the Policyholder shall act on their behalf. 

Neither this Policy nor any rights hereunder may be assigned without the prior written consent of the 
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Insurer. 

7.4 Cancellation 

 This Policy may not be cancelled by the Insurer, except for non-payment of premium or other valid reason 

as provided under applicable law. 

 This Policy may be cancelled by the Policyholder during the Period of Insurance on behalf of the 

Company at any time during the Period of Insurance provided the Policyholder provides the Insurer 

with ninety (90) days written notice prior to the effective date of such cancellation of the Policyholder’s 

intent to cancel this Policy. The Policyholder shall not have the right to cancel this Policy if a notice of 

Financial Loss or circumstances has been reported under this Policy prior to the date of cancellation. If 

this Policy shall be cancelled by the Policyholder, the Insurer shall retain the pro rata portion of the earned 

premium for the Policy.  This Policy may not be cancelled by the Policyholder during the Extended 

Discovery Period, once elected. 

7.5 Currency 

All Premiums, Limit of Liability, Retentions, Financial Loss and other amounts under this Policy are 

expressed and payable in the currency specified in the Schedule.  If judgment is rendered, settlement is 

denominated or another element of Financial Loss under this Policy is stated in a currency other than this 

currency, payment of covered Financial Loss due under this Policy (subject to the terms, conditions, 

exclusions and limitations of this Policy) will be made either in such other currency at the option of Insurer 

or, in the currency specified on the Schedule, at the rate of exchange published in currency conversion 

website, www.rbi.org.in ,  on the inception date of this Policy (or if not published on such date the next 

publication date of currency conversion website, www.rbi.org.in). 

7.6 Dispute Resolution 

The parties to the contract may mutually agree and enter into a separate Arbitration Agreement as per  

Annexure A to settle any and all disputes in relation to this policy.  

Arbitration shall be conducted under and in accordance with the provisions of the Arbitration and 

Conciliation Act, 1996. 

Note: The above Arbitration Clause is not applicable to retail/ individual policyholders. 

7.7 Fraudulent Claims 

If the Company shall give notice of any Financial Loss or circumstance knowing same to be false or 

fraudulent, as regards amount or otherwise, such Financial Loss shall be excluded from the Policy for the 

fraudulent Company and the Insurer shall have the right to avoid its obligations under this Policy in 

relation to that fraudulent Company or in its entirety and in such case, the Policy shall become void and 

all notifications shall be forfeited. 

7.8 Other Insurance, Order of Payments and Non-Stacking of Limits 

If a Financial Loss covered under this Policy is also covered, wholly or partially, by any other valid and 

collectable insurance policy, this Policy shall only apply in excess of such other insurance policy, including 

but not limited to any insurance cover for safe deposit vault, safe deposit boxes, automated teller machines, 

works of art, jewellery and precious stones, transit and transport of valuables and property, damage to the 

property, premises, interior offices and their contents, cover for funds and Plans. This policy shall only pay 

Financial Loss in excess of the amount paid by such other insurance policy, irrespective of whether such 

other insurance policy is stated to be primary, contributory, excess, contingent or otherwise. As excess 

insurance this Policy shall not apply or contribute to the payment of any Financial Loss until the insured 

limits and retentions amounts of that other insurance policy have been exhausted.  

Notwithstanding the above, this Policy shall always apply specifically as excess of any indemnification 

provided by any valid and collectable insurance coverage afforded the Company under any Cyber Liability 

http://www.rbi.org.in/
http://www.rbi.org.in/
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Insurance, Security and Privacy or similar insurance policy, as to any Financial Loss also covered, wholly 

or partially, under such policy. 

In the event such other Cyber Liability Insurance, Security and Privacy or similar insurance policy afforded 

the Company is provided by the Insurer (or would be provided but for the application of the retention 

amount, exhaustion of the limit of liability or failure to submit a notice of a claim as required), then then 

the Insurer and Zurich Insurance Group’s maximum aggregate Limit of Liability for all Financial Loss 

under all such Policies in respect of such cover shall be the single largest limit of liability (as specified in 

the Schedule) of such policies. 

7.9 Policy Interpretation and Jurisdiction  

The validity and interpretation of this Policy shall be exclusively governed by and construed in accordance 

with the laws and regulations of the country specified in the Applicable Law section of the Schedule of this 

Policy. 

This Policy, its Schedule and any endorsements are one contract in which, unless the context otherwise 

requires: 

7.9.1 headings are descriptive only, not an aid to interpretation;  

7.9.2 singular includes the plural, and vice versa;  

7.9.3 the male includes the female and neuter;  

7.9.4 all references to specific legislation include amendments to and re-enactments of such legislation; 

and  

7.9.5 references to positions, offices or titles shall include their equivalents in any jurisdiction in which 

a claim is made. 

Any dispute under this Policy is subject to the exclusive jurisdiction of the country, region or city specified 

in the Applicable Law and Jurisdiction section of the Schedule of this Policy. 

In the event that any part of this Policy becomes unenforceable or invalid under any applicable law or 

becomes so by subsequent court decision, such unenforceability or invalidity shall not render the Policy 

unenforceable or invalid as a whole.  

7.10 Representations  

The Responsible Officers represent, warrant and acknowledge that the declarations, agreements, 

representations and warranties in the written Proposal for this Policy are true and complete, are the basis 

of this Policy and are to be considered as incorporated into and constituting a part of this Policy.  This 

Policy is issued in reliance upon the truth and completeness of such representations. 

The statements in the Proposal made by, and the knowledge (including knowledge of any 

misrepresentation or non-disclosure with regard to the Proposal), possessed by a Responsible Officer of 

the Company shall be imputed to that Company, and the knowledge of the same officers of the 

Policyholder shall be imputed to all Companies.  

The Insurer agrees that it shall not seek to rescind or avoid or apply other legal remedy in relation to this 

Policy, as a sole consequence of an innocent or negligent non-disclosure or innocent or negligent 

misrepresentation by a Responsible Officer.  

However, in the event that such written Proposal contains misrepresentations or omissions made with the 

intent to deceive or which materially affect either the acceptance of the risk or the hazard assumed by the 

Insurer under the Policy, or gross negligence, then coverage shall be void ab initio.  

7.11 Subrogation and Recoveries 

Upon any payment of any Financial Loss, the Insurer shall be subrogated and entitled to assume all rights 

of recovery available to the Company, and the Company shall do nothing to prejudice those rights.  
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The Insurer shall be entitled to pursue and enforce all rights in the name of any Company who shall 

provide the Insurer with all reasonable assistance and co-operation, including the execution of all papers 

required. Furthermore, each Company shall take all steps necessary or required by the Insurer, whether 

before or after payment by the Insurer, to preserve and secure such rights, including any remedies that the 

Company may have to recover its Financial Loss, fees or expenses from any third party, or the execution 

of any documents necessary to enable the Insurer effectively to bring suit in the name of the Company, 

whether such acts shall be or become necessary before or after payment by the Insurer.  

The Insurer shall be entitled to take control of all steps which are taken to recover any covered Financial 

Loss from third party, whether or not a portion of the Financial Loss the Company has suffered is 

uninsured. The cost of those proceedings shall be borne by the Company and the Insurer in the same 

portion that the Financial Loss bears to any uninsured element of the claim or proceeding against the third 

party, but only to the extent that those costs are incurred after the Insurer has accepted liability under this 

Policy. In the event that there is no uninsured Financial Loss the costs shall be borne entirely by the 

Insurer. 

In the case of recovery by either the Company or the Insurer on account of any paid Financial Loss, the 

amount recovered, shall be applied in the following order: 

7.11.1 first to recompense the Company and the Insurer for the costs incurred in bringing proceedings 

against the third party, and which payment shall be allocated between the Company and the 

Insurer in the same proportion as they have born those costs; 

7.11.2 then to the Company for the amount, if any, of the covered Financial Loss which exceeds the 

Limit of Liability; 

7.11.3 then, to the Insurer up to the amount of Financial Loss paid by the Insurer; 

7.11.4 then, to the Company in respect of any uninsured element of the claim against the third party, 

including the Retention(s) applicable to the Financial Loss. 

Interests on amounts recovered from third parties shall be allocated proportionally to the amounts paid 

according to clause 7.11.1, 7.11.2, 7.11.3, and 7.11.4 above. 

7.12 Territorial Scope of Cover  

Cover under this Policy shall apply on to Financial Loss resulting directly from a peril, fraud, act, omission 

or event occurring or committed or arising within the Territorial Scope specified in Section 6 of the 

Schedule, as permitted by law. 

8. Grievance Mechanisms 

 

For resolution of any query or grievance, Insured may contact the respective branch office of the Insurer 

or may call toll free number 1800 266 4545 or may write an e- mail at care@zurichkotak.com.  

 

In case the Insured is not satisfied with the response, Insured may contact the Grievance Officer of the 

Insurer at grievanceofficer@zurichkotak.com. In case if the Insured is not satisfied with the solution 

the Grievance Officer has provided, Insured can write to seniorgrievanceofficer@ 

zurichkotak.com/ chiefgrievanceofficer@zurichkotak.com. 

 

However, if the resolution provided by the Insurer is not satisfactory the Insured may approach 

Insurance Regulatory and Development Authority of India (IRDAI) through the Bima Bharosa Portal: 

https://bimabharosa.irdai.gov.in.   

 

The Insured may also approach Insurance Ombudsman, subject to vested jurisdiction, for the redressal 

of grievance. The details of the Insurance Ombudsman is available hereunder.  

  

mailto:care@zurichkotak.com
mailto:grievanceofficer@zurichkotak.com
mailto:seniorgrievanceofficer@zurichkotak.com
mailto:seniorgrievanceofficer@zurichkotak.com
mailto:chiefgrievanceofficer@zurichkotak.com
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The details of the Insurance Ombudsman/ complete Grievance Redressal Process is also available at 

Insurer’s website: www.zurichkotak.com 

 

The updated details of Insurance Ombudsman offices are also available on the website of Council for 

Insurance Ombudsmen www.cioins.co.in/Ombudsman.  

 

Details of Insurance Ombudsman 

 

Office Details  Jurisdiction of Office Union Territory, District 

Ahmedabad:  

Office of the Insurance Ombudsman, 

Jeevan Prakash Building, 6th floor, Tilak 

Marg, Relief Road, AHMEDABAD – 380 

001. Tel.: 079 - 25501201/02/05/06 

Email: 

bimalokpal.ahmedabad@cioins.co.in 

Gujarat, Dadra & Nagar Haveli, Daman and Diu. 

Bengaluru:  

Office of the Insurance Ombudsman, 

Jeevan Soudha Building, PID No. 57-27-N-

19, Ground Floor, 19/19, 24th Main Road, 

JP Nagar, Ist Phase, Bengaluru – 560 078. 

Tel.: 080 - 26652048 / 26652049 

Email: bimalokpal.bengaluru@cioins.co.in 

Karnataka. 

Bhopal:  

Office of the Insurance Ombudsman, Janak 

Vihar Complex, 2nd Floor, 6, Malviya 

Nagar, Opp. Airtel Office, Near New 

Market, Bhopal – 462 003. 

Tel.: 0755 - 2769201 / 2769202 

Email: bimalokpal.bhopal@cioins.co.in 

Madhya Pradesh and Chattisgarh. 

Bhubneshwar:  

Office of the Insurance Ombudsman, 62, 

Forest park, 

Bhubaneswar – 751 009. Tel.: 0674 - 

2596461 /2596455 

Email: bimalokpal.bhubaneswar@cioins.co.in 

Orissa. 

Chandigarh:  

Office of the Insurance Ombudsman, 

S.C.O. No. 101, 102 & 103, 2nd Floor, 

Batra Building, Sector 17 – D, 

Chandigarh – 160 017. Tel.: 0172 - 2706196 

/ 2706468 

Email: bimalokpal.chandigarh@cioins.co.in 

Punjab, Haryana (excluding Gurugram, Faridabad, 

Sonepat and Bahadurgarh), Himachal Pradesh, Union 

Territories of Jammu & Kashmir, Ladakh & Chandigarh. 

Chennai:  

Office of the Insurance Ombudsman, 

Fatima Akhtar Court, 4th Floor, 453, Anna 

Salai, Teynampet, 

CHENNAI – 600 018. 

Tel.: 044 - 24333668 / 24335284 

Email: bimalokpal.chennai@cioins.co.in 

Tamil Nadu, Puducherry Town and Karaikal (which are 

part of Puducherry). 

http://www.zurichkotak.com/
http://www.cioins.co.in/Ombudsman
mailto:bimalokpal.ahmedabad@cioins.co.in
mailto:bimalokpal.bengaluru@cioins.co.in
mailto:bimalokpal.bhopal@cioins.co.in
mailto:bimalokpal.bhubaneswar@cioins.co.in
mailto:bimalokpal.chandigarh@cioins.co.in
mailto:bimalokpal.chennai@cioins.co.in
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Delhi:  

Office of the Insurance Ombudsman, 2/2 A, 

Universal Insurance Building, Asaf Ali 

Road, New Delhi – 110 002. 

Tel.: 011 - 23232481/23213504 

Email: bimalokpal.delhi@cioins.co.in 

Delhi & following Districts of Haryana - Gurugram, Faridabad, 

Sonepat & Bahadurgarh. 

Guwahati:  

Office of the Insurance Ombudsman, 

Jeevan Nivesh, 5th Floor, Nr. Panbazar over 

bridge, S.S. Road, Guwahati – 

781001(ASSAM).  

Tel.: 0361 - 2632204 / 2602205 

Email: bimalokpal.guwahati@cioins.co.in 

Assam, Meghalaya, Manipur, Mizoram, Arunachal Pradesh, 

Nagaland and Tripura. 

Hyderabad:  

Office of the Insurance Ombudsman, 6-2-

46, 1st floor, "Moin Court", Lane Opp. 

Saleem Function Palace, A. C. Guards, 

Lakdi-Ka-Pool, Hyderabad - 500 004.  

Tel.: 040 - 23312122 

Email: bimalokpal.hyderabad@cioins.co.in 

Andhra Pradesh, Telangana, Yanam and part of Union 

Territory of Puducherry. 

Jaipur:  

Office of the Insurance Ombudsman, 

Jeevan Nidhi – II Bldg., Gr. Floor, Bhawani 

Singh Marg, Jaipur - 302 005. 

Tel.: 0141 - 2740363 

Email: bimalokpal.jaipur@cioins.co.in 

Rajasthan. 

Ernakulam:  

Office of the Insurance Ombudsman, 2nd 

Floor, Pulinat Bldg., Opp. Cochin Shipyard, 

M. G. Road, Ernakulam - 682 015.Tel.: 

0484 - 2358759 / 2359338 

Email: bimalokpal.ernakulam@cioins.co.in 

Kerala, Lakshadweep, Mahe-a part of Union Territory of 

Puducherry. 

Kolkata:  

Office of the Insurance Ombudsman, 

Hindustan Bldg. Annexe, 4th Floor, 4, C.R. 

Avenue, KOLKATA - 700 072. 

Tel.: 033 - 22124339 / 22124340 

Email: bimalokpal.kolkata@cioins.co.in 

West Bengal, Sikkim, Andaman & Nicobar Islands. 

Lucknow:  

Office of the Insurance Ombudsman, 6th 

Floor, Jeevan Bhawan, Phase-II, Nawal 

Kishore Road, Hazratganj, 

Lucknow - 226 001. Tel.: 0522 - 2231330 / 

2231331 

Email: bimalokpal.lucknow@cioins.co.in 

Districts of Uttar Pradesh : Lalitpur, Jhansi, Mahoba, 

Hamirpur, Banda, Chitrakoot, Allahabad, Mirzapur, 

Sonbhabdra, Fatehpur, Pratapgarh, Jaunpur, Varanasi, 

Gazipur, Jalaun, Kanpur, Lucknow, Unnao, Sitapur, 

Lakhimpur, Bahraich, Barabanki, Raebareli, Sravasti, 

Gonda, Faizabad, Amethi, Kaushambi, Balrampur, Basti, 

Ambedkarnagar, Sultanpur, Maharajgang, 

Santkabirnagar, Azamgarh, Kushinagar, Gorkhpur, 

Deoria, Mau, Ghazipur, Chandauli, Ballia, 

Sidharathnagar. 

Mumbai:  

Office of the Insurance Ombudsman, 3rd 

Floor, Jeevan Seva Annexe, S. V. Road, 

Goa, Mumbai Metropolitan Region (excluding Navi 

Mumbai & Thane). 

mailto:bimalokpal.delhi@cioins.co.in
mailto:bimalokpal.guwahati@cioins.co.in
mailto:bimalokpal.hyderabad@cioins.co.in
mailto:bimalokpal.jaipur@cioins.co.in
mailto:bimalokpal.ernakulam@cioins.co.in
mailto:bimalokpal.kolkata@cioins.co.in
mailto:bimalokpal.lucknow@cioins.co.in
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Santacruz (W), Mumbai - 400 054. Tel.: 

69038821/23/24/25/26/27/28/28/29/30/31 

Email: bimalokpal.mumbai@cioins.co.in 

Noida:  

Office of the Insurance Ombudsman, 

Bhagwan Sahai Palace 4th Floor, Main 

Road, Naya Bans, Sector 15, 

Distt: Gautam Buddh Nagar, U.P-201301. 

Tel.: 0120-2514252 / 2514253 

Email: bimalokpal.noida@cioins.co.in 

State of Uttarakhand and the following Districts of Uttar 

Pradesh: Agra, Aligarh, Bagpat, Bareilly, Bijnor, Budaun, 

Bulandshehar, Etah, Kannauj, Mainpuri, Mathura, Meerut, 

Moradabad, Muzaffarnagar, Oraiyya, Pilibhit, Etawah, 

Farrukhabad, Firozbad, Gautam Buddh nagar, Ghaziabad, 

Hardoi, Shahjahanpur, Hapur, Shamli, Rampur, Kashganj, 

Sambhal, Amroha, Hathras, Kanshiramnagar, Saharanpur. 

Patna:  

Office of the Insurance Ombudsman, 2nd 

Floor, Lalit Bhawan, Bailey Road, Patna 

800 001.  

Tel.: 0612-2547068 

Email: bimalokpal.patna@cioins.co.in 

Bihar and Jharkhand. 

Pune:  

Office of the Insurance Ombudsman, 

Jeevan Darshan Bldg., 3rd Floor, C.T.S. 

No.s. 195 to 198, N.C. Kelkar Road, 

Narayan Peth, Pune – 411 030. 

Tel.: 020-41312555 

Email: bimalokpal.pune@cioins.co.in 

Maharashtra, Areas of Navi Mumbai and Thane 

(excluding Mumbai Metropolitan Region). 
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9. Annexure A – Arbitration Clause 

The Company and the Insurer shall submit any dispute arising out of or relating to this Policy to a 

binding arbitration proceeding as described in this Section (hereinafter “ADR Proceeding”). The seat of 

the ADR Proceeding shall be in India. Either the Company or the Insurer may initiate the ADR 

Proceeding process by sending written notice to the other party.  

Unless otherwise agreed by the parties, any such binding arbitration shall be governed by Indian Law.. 

In any such arbitration, the Company and the Insurer shall each select an independent arbitrator, and 

those two arbitrators shall select a third independent arbitrator. A decision by a majority of the three 

arbitrators shall be final and binding upon the Company and the Insurer. The parties to the ADR 

Proceeding process shall share equally the fees and expenses of the third-appointed arbitrator as well as 

other common expenses of the ADR Proceeding process, although each party shall pay the fees and 

expenses of such party’s appointed arbitrator. 
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ENDORSEMENT NO. xxx 

 

SANCTION ENDORSEMENT 

 

This endorsement effective            forms a part of Policy number XXX issued to           . 

 

Notwithstanding any other terms under this agreement, no insurer shall be deemed to provide coverage 

or will make any payments or provide any service or benefit to any Insured or other party to the extent 

that such cover, payment, service, benefit and/or any business or activity of the Insured would violate 

any applicable trade or economic sanctions law or regulation. 

 

ALL OTHER TERMS, CONDITIONS AND LIMITATIONS OF THIS POLICY REMAIN 

UNCHANGED. 

 

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY. 
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LIST OF ENDORSEMENTS / EXTENSIONS 

 

Sr. 

No. 
Add-On Cover Name UIN 

1 Fraudulent Impersonation IRDAN152CPLB0903V01202526/A0904V01202526 

2 Loss Mitigation IRDAN152CPLB0903V01202526/A0905V01202526 

3 Care, Custody and Control IRDAN152CPLB0903V01202526/A0906V01202526 

4 Interest IRDAN152CPLB0903V01202526/A0907V01202526 

5 Costs, Expenses and Fees IRDAN152CPLB0903V01202526/A0908V01202526 

6 Investigation Costs IRDAN152CPLB0903V01202526/A0909V01202526 

7 Verification and Reconstitution Costs IRDAN152CPLB0903V01202526/A0910V01202526 

8 Contractual Penalties IRDAN152CPLB0903V01202526/A0911V01202526 

9 
Multinational Insurance Program 

Endorsement 
IRDAN152CPLB0903V01202526/A0912V01202526 

10 Sister Company Endorsement IRDAN152CPLB0903V01202526/A0913V01202526 

11 Deletion Endorsement IRDAN152CPLB0903V01202526/A0914V01202526 

12 
Extended Reporting Period Purchased 

Endorsement 
IRDAN152CPLB0903V01202526/A0915V01202526 

13 Extension Deletion Endorsement IRDAN152CPLB0903V01202526/A0916V01202526 

14 
Extensions Of Cover Amendatory 

Endorsement 
IRDAN152CPLB0903V01202526/A0917V01202526 

15 
Limit Of Liability Amendatory 

Endorsement 
IRDAN152CPLB0903V01202526/A0918V01202526 

16 
Amended Period Of Insurance 

Endorsement 
IRDAN152CPLB0903V01202526/A0919V01202526 

17 
Period Of Insurance Extension 

Endorsement 
IRDAN152CPLB0903V01202526/A0920V01202526 

18 Cancellation Endorsement IRDAN152CPLB0903V01202526/A0921V01202526 

19 Policyholder Amendatory Endorsement IRDAN152CPLB0903V01202526/A0922V01202526 

20 Premium Amendatory Endorsement IRDAN152CPLB0903V01202526/A0923V01202526 

21 Retentions Amendatory Endorsement IRDAN152CPLB0903V01202526/A0924V01202526 

22 
Business Interruption Loss Resulting From 

A Cyber Event Exclusion 
IRDAN152CPLB0903V01202526/A0925V01202526 

23 Absolute Cyber Coverage Exclusion IRDAN152CPLB0903V01202526/A0926V01202526 

24 
Cyber Coverage Exclusion – Employee 

Infidelity Carve Back 
IRDAN152CPLB0903V01202526/A0927V01202526 

25 ERISA Extension (Bonded Plan) IRDAN152CPLB0903V01202526/A0928V01202526 

26 ERISA Extension IRDAN152CPLB0903V01202526/A0929V01202526 

27 
Extortion Exclusion (Including 

Ransomware) 
IRDAN152CPLB0903V01202526/A0930V01202526 

28 
Extortion Extension (Including 

Ransomware) 
IRDAN152CPLB0903V01202526/A0931V01202526 

29 
Fraudulent Impersonation Exclusion (Non 

Zurich Wording) 
IRDAN152CPLB0903V01202526/A0932V01202526 

30 
Fraudulent Impersonation Exclusion 

(Zurich Wording) 
IRDAN152CPLB0903V01202526/A0933V01202526 

31 Fraudulent Impersonation Extension IRDAN152CPLB0903V01202526/A0934V01202526 

32 Sanction Endorsement IRDAN152CPLB0903V01202526/A0935V01202526 

33 Absolute Security Event Exclusion IRDAN152CPLB0903V01202526/A0936V01202526 
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34 
Security Event Exclusion – Employee 

Infidelity Carve Back 
IRDAN152CPLB0903V01202526/A0937V01202526 

35 Specific Event/Matter Exclusion IRDAN152CPLB0903V01202526/A0938V01202526 

36 Specific Person Exclusion IRDAN152CPLB0903V01202526/A0939V01202526 

37 Tie-In Limits Endorsement IRDAN152CPLB0903V01202526/A0940V01202526 

38 

International  Program Policies Specific 

Terms and Condition – Interpretation 

Clause – Difference in Conditions 

IRDAN152CPLB0903V01202526/A0108V01202526 

39 Amended Definition of Subsidiary IRDAN152CPLB0903V01202526/A0109V01202526 

 
 


