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Maxima Cyber Secure Liability Insurance 

For any assistance please call 1800 266 4545 or visit www.zurichkotak.com 

Part I: Policy Schedule 

Policy Number :  

All coverages under this policy are granted only up to the limits as specified in the Schedule 

which forms an integral part of the Policy. The Limit of Liability provided under the Policy 

shall not increase by any of the extensions to the cover, unless specifically specified in the 

Schedule. No cover shall be granted in the Policy unless specified in the Schedule. 

  

Details of Intermediary 

Intermediary 

Code 
Intermediary Name 

Intermediary 

Contact No 

Intermediary 

email id 

        

POLICY SCHEDULE 

Item 1 Insured Company   

  Company Address   

Item 2 Insured Business Activity    

Item 3 
Policy Period (Both days 

inclusive, standard time) 
  

  From   

  To   

Item 4 Annual Premium As mentioned Below  

 
Total Aggregate limit of 

Liability 

INR XXXX per Occurrence and INR XXXX 

in Aggregate  

Item 5 

  

  

  

  

  

  

  

  

  

  

Sub Limits within Aggregate limit of Liability Retention  

Insuring Clause A - First Party Cover 

Insuring Clause A.1  

(Incident and breach 

response) 

INR XXXX per 

Occurrence and INR 

XXXX in Aggregate 

 

Insuring Clause A.2 

(Restoration ) 

INR XXXX per 

Occurrence and INR 

XXXX in Aggregate 

 

Insuring Clause A.3  

(Business interruption) 

INR XXXX per 

Occurrence and INR 

XXXX in Aggregate 

 

Business Interruption 

Indemnity period 
 XXXXXX  

Insuring Clause A.4  

(Cyber-extortion ) 

INR XXXX per 

Occurrence and INR 

XXXX in Aggregate 

 

Insuring Clause B - Third Party Claims 

Insuring Clause B 1 

(Confidentiality and 

privacy liability) 

INR XXXX per 

Occurrence and INR 

XXXX in Aggregate 
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Insuring Clause B.2 

(Network security 

liability) 

INR XXXX per 

Occurrence and INR 

XXXX in Aggregate 

 

Insuring Clause B.3 

(Media liability) 

INR XXXX per 

Occurrence and INR 

XXXX in Aggregate 

 

Item 6 
Automatic extended 

reporting period 
  

Item 7 
Incident response 

provider 
  

Item 8 
Reputational protection 

period 
  

Item 9 Territory  

Item 10 Jurisdiction  

Item 11 Turnover  

Item 12 Retroactive Date  

Item  13 
Endorsements Attached 

to the Policy 
Other Terms and Conditions  

  

 

Premium Details 

Taxable Value 

of Services 

CGST 

@XX% 

SGST 

@XX% 

UGST @ 

XX% 
IGST@XX% Total Amount 

      

 

Disclaimer 

This Policy Schedule shall be read together with the Policy Wordings (which are also available on 

the Company website i.e. www.zurichkotak.com). Any word or expression to which a specific mean-

ing has been assigned in any part of the policy or this schedule shall bear the same meaning wherever 

it may appear. 

 

Claim Details 

In the event of claims, please send the relevant documents to: 

Zurich Kotak General Insurance Company (India) Limited 

401, 4th Floor, Silver Metropolis, Jai Coach Compound,  

Off Western Express Highway,  

Goregaon (East), Mumbai – 400063. Maharashtra, India 

 

TOLL FREE NUMBER: 1800 266 4545 (8 AM TO 8 PM) 

Email ID: care@zurichkotak.com 

 

 

 

 

 

 

 

 

http://www.zurichkotak.com/
mailto:care@zurichkotak.com
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Stamp Duty of XXXX is paid as provided under Article 47(B) of Indian Stamp Act, 1899 and included 

in Consolidated Stamp Duty Paid to the Government of Maharashtra Treasury vide Order of Addl. 

Controller Of Stamps, Mumbai at General Stamp Office, Fort, Mumbai - 400001., vide this Order No. 

(XXXX Validity Period Dt. XX/XX/XXXX To Dt. XX/XX/XXXX (O/w. No. XXXX)/ Date: 

XX/XX/XXXX). 

 

In Witness whereof this Policy has been signed for and behalf of < Address ZKGI Branch > at Mumbai 

this XX day of <MONTH> of <YEAR> 

 

 

For Zurich Kotak General Insurance Company (India) Limited. 

 

Authorised Signatory 

This document is digitally signed, hence counter signature / stamp is not required 
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Part II: Policy Wording 

 

Notice 

 

This Policy is on a Claims Made basis, which means that the Policy will only apply to the Claims first 

made and reported to the Insurer during the Policy Period. 

 

Various provisions in this Policy restrict coverage. Read the entire Policy carefully to determine rights, 

duties and what is and is not covered and should you have any query, please contact your Intermediary 

or our office. 

 

Amounts incurred for legal defence will reduce the Aggregate Limit of Liability available to pay 

judgements or settlements and be applied against the Retention.  

 

The Insurer does not assume any duty to defend and relies upon the statements made, information 

contained in the proposal form, which form the basis of this Policy. In consideration of the receipt of 

the Premium, the Insurer and the Insured agree as follows.  

 

1. INSURING CLAUSE  

 

In consideration of the payment of the Premium, the Insurer agree to indemnify the Insured in excess 

of the Retention or after the expiration of the Waiting period, as indicated in the Policy Schedule, for: 

 

A. First party cover 

 

1. Incident and breach response  

 

The Insurer will pay for any of the following reasonable and necessary costs incurred by the Insured 

as a result of an actual or suspected Cyber incident and/or Data breach 

 

a) an Expert to investigate and establish the cause of the Cyber incident; 

 

b)  an Expert to contain the Cyber incident and if necessary, eliminate components thereof 

(such as deleting Malware or disabling breached user accounts);  

 

c) an Expert to document and report to Insured on the Cyber incident; 

 

d) compliance with applicable Data protection laws following a Data breach (such as notifying 

Insured’s Regulatory authority or Data subjects); 

 

e) operation of an in-house or external crisis management centre (including a telephone hotline), 

which may be run by Insured’s employees or Experts, who may require overtime wages for 

the first 30 days after an Insured event has been reported to the Insurer; 
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f) purchase of credit and identity Theft monitoring services for the benefit of Data subjects 

affected by a Data breach, subject to Insurer’s prior written consent; 

 

g) an Expert to manage and protect Insured’s reputation until the end of the Reputational 

protection period after an Insured event; 

 

h) Legal defence costs incurred to respond to or defend action taken by regulatory authorities; 

and reimbursement of any legally insurable administrative fines and penalties imposed by 

Insured’s Regulatory authority as a direct result of a Data breach. 

 

2. Restoration 

 

The Insurer will pay any Data restoration loss (reasonable and necessary costs and expenses incurred 

to restore and configure Insured’s Data, Insured’s Software and Insured’s computer system to the 

closest possible condition in which they were immediately before the Cyber incident or Data breach) 

incurred by the Insured as a direct result of a Cyber incident or a Data breach. 

 

3. Business interruption 

 

The Insurer will pay the Insured for Insured’s Loss of gross profit and Increased cost of working 

incurred during the Indemnity period as a direct result of the total or partial unavailability or 

degradation in service of Insured’s Computer systems caused by a Cyber incident. 

 

4. Cyber-extortion 

 

The Insurer will reimburse Insured for any Ransom the Insured pays (where legally permissible and 

subject to Insurer’s prior written consent) and any reasonable and necessary costs to resolve a Cyber-

extortion. If so requested by the Insurer, the Insured must notify any relevant law enforcement 

authorities of the Cyber-extortion. 

 

B. Third party claims 

 

1. Confidentiality and privacy liability 

 

The Insurer will pay any sums for which the Insured is legally liable arising from a Third party claim 

for a Data breach relating to Confidential information or Personal Data of a Third party (including 

Personal Data of Insured’s employees), or for infringement of applicable Data protection laws.  

 

The Insurer will also reimburse Insured’s Legal defence costs incurred with Insurer’s consent. 

 

 

2. Network security liability  

 

The Insurer will pay any sums for which Insured is legally liable arising from a Third party claim 

for a Cyber incident on Insured Computer systems which has resulted in: 
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a.  damage to, alteration of, destruction of, unauthorised access to, unauthorised disclosure of Data 

stored on third parties’ Computer systems; 

 

b. interruption or degradation of services of third parties’ Computer systems.  

 

 

The Insurer will also reimburse Insured’s Legal defence costs incurred with Insurer’s consent. 

 

3. Media liability 

 

The Insurer will pay any sums for which Insured is legally liable arising from a Third party claim 

for: 

a) defamation; 

b) breach of copyright, title, slogan, trademark, trade name, service mark, service name or domain 

name; or 

c) breach or interference of privacy rights;  

resulting from Insured’s Online media activities. 

 

The Insurer will also reimburse Insured’s Legal defence costs incurred with Insurer’s consent. 

 

General condition applying to section B: 

 

Sections B.1, B.2 and B.3 shall also cover the personal legal liability of Insured’s employees arising 

from a Third party claim for acts or omissions within their employment activities, except if these acts 

or omissions are intentional, malicious or deliberate. 

 

II.  OPERATION OF COVER 

 

A. Trigger 

 

For first party cover the Insured event (with the exception of Third-party claims) must be first 

discovered by Insured during the Policy period and reported to the Insurer during the Policy period 

(or during the automatic extended reporting period). 

 

Any Third-party claim must first be made against Insured during the Policy period and reported to 

the Insurer during the Policy period (or during the automatic extended reporting period). 

 

Any circumstance of which Insured becomes aware and reports to the Insurer during the Policy period 

(or during the automatic extended reporting period) which results in a Third-party claim will be 

deemed to have been reported and the Third-party claim made during the Policy period. 

 

B. Retroactive coverage 

 

Insured events are only covered if they result from a Malicious act, omission or Human error that 

has been committed after the Retroactive date stated in the schedule. 
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C. Series of Events 

 

Any Insured events arising out of, based upon, attributable to or connected in any way to the same 

originating cause or source will constitute one single Insured event covered at the time of the earliest 

Insured event of the series, including application of Retention and Sub-limit at that time. In case the 

earliest Insured event of the series was discovered or the earliest Third party claim of the series was 

made prior to the inception of the Policy period, the entire series of Insured events shall not be 

covered. 

 

III. DEFINITIONS 

 

1. “Aggregate limit of liability” – the amount stated in the Policy Schedule which shall be the 

maximum amount payable by the Insurer under this policy whether in respect of first party cover, 

Third-party claims or payment of any expenses including any payment made by the Insurer to 

the Incident response provider. 

 

2. “Automatic extended reporting period” – the extension to the Policy period as stated in the 

Policy Schedule. 

 

3. “Computer network” – one or more Computer systems which are connected or otherwise able to 

exchange Data. 

 

4. “Computer systems” – the information technology and communications systems (such as 

Hardware, Infrastructure, Software, or Electronic media) used for the purpose of creating, 

accessing, processing, protecting, monitoring, storing, retrieving, displaying or transmitting Data. 

 

5. “Confidential information” – any form of commercially sensitive business and/or trade secrets 

not publicly available, whether or not marked ‘confidential’. 

 

6. “Continuing standing charges” – any fixed costs which continue to be payable in full during the 

Indemnity period. 

 

7. “Control group” – Any of the Chief Executive Officer, Chief Financial Officer, Chief Operating 

Officer, Chief Information Officer, Chief Information Security Officer, Risk Manager or a person 

in the role of equivalent function. 

 

8. “Cyber-extortion” – any credible threat by a Third party to cause a cyber incident on Insured’s 

computer system holding to Ransom or any demand for Ransom by a Third party to end a Cyber 

incident on Insured computer system caused by that Third party. 
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9. “Cyber incident” – any Malicious act (including any DoS attack or Theft of Data), Malware, 

Human error, having an impact on Insured Computer systems or the Computer systems of a 

Service provider or a reasonable suspicion of the same. 

 

10. “Data” – any digital information, irrespective of the way it is used or displayed (such as text, 

figures, images, video or Software). 

 

11. “Data breach” – a breach of confidentiality or violation of right to privacy as a result of unlawful 

destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data or 

Confidential information which Insured is legally responsible for. 

 

12. “Data subject” – any identified or identifiable natural person who is the subject of Personal Data. 

 

13. “DoS attack” – any Malicious act causing total or partial deprivation, disruption or unavailability 

of Insured Computer systems or Insured Computer network by an overloading stream of 

requests, including distributed denial-of-service attacks. 

 

14. “Electronic media” – any information technology devices (such as external drives, CD-ROMs, 

DVD-ROMs, magnetic tapes or disks, USB sticks) that are used to record and store Data.  

 

15. “Employee” – any person performing services or providing labour under an express or implied 

employment contract. This includes external staff providing services and working within the 

operational structure and under the functional authority of the entity acting as employer. This does 

not include the members of the Control group. 

 

16. “Expert” – any person or legal entity appointed or pre-approved by the Insurer and/or the Incident 

response provider (such as an IT forensic investigator, a forensic accountant, lawyer or public 

relations consultant). 

 

17. “External actor” – Third party that neither is an employee or a member of the Control group of 

the Insured company. 

 

18. “Funds” – any money or official national currency owned by Insured or held by a financial 

institution in an electronic form on behalf of Insured. Branded, digital or virtual currencies are not 

considered money or official national currency. 

 

19. “Hardware” – the physical components of any Computer systems used to store, transmit, process, 

read, amend or control Data, including Electronic media. 
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20. “Human error” – any negligent act or omission committed by an employee or a member of the 

Control group during the operation of Insured computer system as well as any negligent act or 

omission committed by a Service provider or by employees of a Service provider during the 

operation of the Service provider’s computer system.  

This does not comprise violations of security obligations specified under item 2 of the “General 

conditions” in terms of which the Insurer has the right to refuse the payment of a loss, costs or 

claim. 

 

21. “Incident response provider” – the person or entity stated in the Policy Schedule. 

 

22. “Increased cost of working” - the additional expenditure necessarily and reasonably incurred for 

the sole purpose of avoiding or diminishing the insured Loss of gross profit which, without such 

expenditure, would has occurred during the maximum business interruption Indemnity period. 

The indemnification shall not exceed the amount of the Loss of gross profit thereby avoided. 

 

23. “Indemnity period” – the period during which Insured’s business is interrupted starting after the 

Waiting period has elapsed and ending on the date on which Insured Computer systems and 

Data are fully restored, and the gross profit reaches the level prior to the interruption of Insured’s 

business, but not exceeding the maximum business interruption Indemnity period as specified in 

the Policy Schedule. 

 

24. “Infrastructure” – any communication equipment, air conditioning, power supply installations, 

standalone generators, frequency inverter units, transformers and any other facilities that are used 

to maintain the functioning of electronic facilities that support Computer systems and Data. 

 

25. “Insured company/ Insured” – the Insured company/ Insured as stated in the Policy Schedule, 

including its directors, officers and subsidiary/subsidiaries.  

 

26. “Insured Computer systems” – Computer systems owned, leased, licensed or hired and 

controlled by the Insured company. 

 

27. “Insured event” – any Cyber incident, Data breach, cyber extortion, and third-party claim. 

 

28. “Insurer” – Zurich Kotak General Insurance Company (India) Limited 

 

29. “Internet” – the worldwide public Data network that allows the transmission of Data. 

 

30. “Internet service” – services to enable the use of the Internet, such as (1) Internet Service 

providers responsible for the provision of services, Hardware and technical equipment for 

accessing and use/operation of the Internet; (2) domain name system Service providers; (3) other 

Internet and external network Service providers responsible for Internet exchanges, Tier 1 

network providers; and, (4) cable network, satellite and radio communication network operators. 
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31. “IT services” – any of the following: operation, processing, maintenance, protection or storage of 

Insured’s Hardware, Infrastructure, electronic Data or computer Software, including IT cloud 

services, such as IaaS, PaaS and SaaS). However, IT services shall not include any of the following 

Third party providers: telecommunication, Internet service, satellite, cable, electricity, gas or wa-

ter providers. 

 

32. “Legal defence costs” – any costs, expenses and/or fees for Experts, investigations, court 

appearances, surveys, examination and/or procedures that are necessary for Insured’s civil, 

commercial, administrative and/or criminal defence. This does not include Insured’s general 

expenses (such as salaries and overheads). 

 

33. “Loss of gross profit” – the reasonable calculation of the reduction in net profit (before taxes), 

taking into account previous trading patterns and market conditions, plus any Continuing standing 

charges. The calculation shall be based on an analysis of Insured’s revenues and expenses during 

the twelve months prior to the discovery of the Insured event. The basic amount of indemnification 

per day will be 1/365 of the annual gross profit during the 12 months prior to the interruption of 

Insured business. The calculation shall also take into account any reasonable projection of future 

profitability had no loss occurred. The indemnification shall not exceed the value arrived by 

multiplying the amount of indemnification per day times the maximum business interruption 

Indemnity period (in days) as specified in the Policy Schedule or the applicable monetary Sub-

limit specified in the Policy Schedule, whichever is lower. 

 

34. “Malicious act” – any unauthorised or illegal act intending to cause harm or to gain access to, or 

disclose Data from, Computer systems or Computer networks through the use of any computer 

system or Computer network. 

 

35. “Malware” – any unauthorised or illegal Software or code (such as viruses, spyware, computer 

worms, trojan horses, rootkits, Ransomware, keyloggers, dialers and rogue security Software) 

designed to cause harm or to gain access to or disrupt Computer systems or Computer networks.  

 

36. “Maximum business interruption Indemnity period” – as specified in the Policy Schedule. 

 

37. “Online media activities” – any text, images, videos or sound distributed via Insured’s website, 

social media presence or email.  

 

38. “Personal Data” – any information relating to a Data subject, who can be identified, directly or 

indirectly, in relation to other information (such as a name, an identification number, location Data, 

an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person) as defined by applicable Data protection 

laws. 
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39.  “Policy period” – the duration of this policy as stated in the Policy Schedule. 

 

40. “Policy Schedule” – the Policy Schedule to this policy. 

 

41. “Premium” – the amount payable by Insured as stated in the Policy Schedule. 

 

42. “Ransom” – any money, bitcoins or other digital currency demanded by a Third party in the 

course of a cyberextortion. 

 

43. “Regulatory authority” – any supervisory authority, independent public authority, regulator, 

government organisation or statutory body authorised to enforce statutory obligations in relation to 

the control or processing of Personal Data in accordance with respective applicable Data 

protection laws. 

 

44. “Reputational protection period” – the period stated in the Policy Schedule starting with the 

Insured event. 

 

45. “Retention” – the Waiting period and each Retention as stated in the Policy Schedule, being the 

period or amount, which Insured must cover before the cover provided by this policy responds. 

 

46. “Retroactive date” – the date stated in the Policy Schedule. 

 

47. “Service provider” – any Third party that provides IT services to the Insured company under a 

written contract. 

 

48. “Software” – any digital standard, customised or individual developed program, or application held 

or run by a computer system that comprises a set of instructions that are capable, when incorporated 

in a machine readable medium, of causing a machine with information processing capabilities to 

indicate, perform or achieve a particular function, task or result. 

 

49. “Sub-limit” – the amount stated in the Policy Schedule which shall be the maximum amount 

payable per respective of first party cover and/or Third party claims. 

 

50. “Subsidiary /Subsidiaries ” – Any corporation, limited liability company, or partnership with more 

than 50% of the outstanding voting securities or shares that represent the present right to vote for 

the election or appointment or designation of such entity’s directors, managers or equivalent are 

directly owned or controlled by the Insured company; or any joint venture while the Insured 

company has managerial control, or while it has the right to elect or designate or otherwise appoint 

or directly control the appointment of more than 50% of such entity’s directors, trustees, managers 

or equivalent. 
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51. “Terrorism” – any acts committed for political, religious, ideological or similar purposes, 

including the intention to influence any government and/or to put the public, or any section of the 

public, in fear. 

 

52. “Theft” – any Malicious act of illegitimately copying or obtaining Confidential information, 

Data or Personal Data, from Computer systems. 

 

53. “Third party” – any person or legal entity other than the Insured company as stated in the Policy 

Schedule. 

 

54. “Third party claim” – any written demand or assertion for compensation or damages by a Third 

party against Insured. 

 

55. “Waiting period” – the period of time as stated in the Policy Schedule which has to be exceeded 

prior this policy responding. This period of time commences with the discovery of an Insured event 

which causes Insured Computer systems to be partly or wholly unavailable. 

 

IV. GENERAL EXCLUSIONS 

This Policy shall not provide cover for any Claims arising directly or indirectly out of any of the 

following: 

 

1. Prior Act  

 

Insured events or circumstances that could reasonably lead to an Insured event which are known by 

Insured or which should reasonably has been known by Insured prior to the inception of this policy 

 

2. Infrastructure  

 

Failure, interruption, degradation or outage of Infrastructure or related services of the following Third 

party providers that are not under Insured’s directly operational and management control: 

telecommunication, Internet service, satellite, cable, electricity, gas or water providers 

 

3. Terrorism 

 

Provided that this exclusion will not apply to cyber Terrorism (any act by an individual or a group of 

individuals through the use of Computer systems, to damage, destroy, disrupt or access Insured 

Computer systems or Computer networks, for religious, ideological or political purposes, including 

but not limited to the influencing of any government and/or to put the public or a section of the public 

in fear) 

 

4. SRCC 

 

Strike, riot or civil commotion 

 

5. War 
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War, including acts of foreign enemies, hostilities or warlike operations (whether war is declared or 

not), civil war, invasion, insurrection, rebellion, revolution or military coup; including action taken by 

government authority in hindering or defending against any of these 

 

6. Pollution  

 

Discharge, dispersal, seepage, migration, release or escape of hazardous substances, contaminants or 

pollutants 

 

7. Seizure, confiscation, demand, destruction, damage to Insured computer system 

 

Seizure, confiscation, demand, destruction, damage to Insured computer system, due to the action, 

requirement or order of any government, regulator, court or other body, including but not limited to 

requests to shut down Insured Computer systems or to make Insured Computer systems unavailable. 

 

8. Willful Act  

 

Insured’s intentional, malicious or deliberate act or omission 

 

9. Property Damage  

 

Loss of or damage to tangible property and any consequential losses, including the loss of use of 

tangible property 

 

10. Sanction Clause  

 

The Insurer shall not be deemed to provide cover under this Policy or be liable to pay any Claim under 

the Policy to the extent that the provision of such cover or payment of such Claim would expose the 

Insurer to any sanction, prohibition or restriction under United Nations resolutions or the trade or 

economic sanctions, laws or regulations of the European Union, United Kingdom or United States of 

America or Switzerland. 

 

11. Regulatory Authority   

 

Where Insured has failed to take reasonable steps to cooperate with, or prevent the imposition of an 

order, instruction or directive by Insured’s Regulatory authority arising directly or indirectly from an 

Insured event 

 

12. Fine and Penalties  

 

Fines, punitive damages or penalties of whatever nature (except for carve-back provided in section I.A.1 

(Incident and breach response) 

 

13. Securities Exclusion  

 

Investment or trading losses including any inability to sell, transfer or otherwise dispose of securities 

 

14. Scheduled downtime  

 

Scheduled downtime, planned outages or idle period of Computer systems or parts of Computer 

systems 
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15. Pending Payment  

 

Failure by Insured or a Service provider to make a payment due or renew or extend any lease, contract, 

licence, or order to supply goods or services 

 

16. Bodily Injury  

 

Bodily injury, psychological harm (save for emotional distress), trauma, illness or death 

 

17. Intellectual Property 

 

Theft, infringement or disclosure of intellectual property (such as e.g. patents, trademarks, copyrights). 

This exclusion shall not apply to losses arising out of a Data breach or Insured Online media 

activities. However, losses arising out of any alleged or actual infringement of patents will always 

remain excluded 

 

18. Trading Losses  

 

Theft of Funds including loss, decrease in value or Theft of securities or currency, trading losses or 

changes in account value, or the value of electronic Funds, money or wire transfers 

 

19. Cryptocurrency  

 

Loss, misplacement, destruction, modification, unavailability, inaccessibility of and/or delay in trading 

with cryptocurrencies, consisting of coins (e.g. Bitcoin, Ethereum, Ripple, IOTA), tokens (e.g. EOS, 

Nem, Tether) or public and/or private keys being used in conjunction with the aforementioned  

 

20. Related Parties  

 

Third party claims made by or on behalf of: any legal entity with effective control over Insured; any 

of Insured’s subsidiaries; any legal entity over which Insured or Insured’s Subsidiaries has effective 

control; any person holding a majority shareholding interest over Insured; any legal entity in which 

Insured has a financial interest, irrespective of amount; or any partnership or joint-venture to which 

Insured are a party 

 

21. Contractual Liability  

 

Breach of an express contract, warranty, guarantee or promise, or any liability assumed by Insured 

under a contract or agreement, unless Insured would has been liable in absence of such contract, 

agreement, warranty, guarantee or promise. 

 

22. Third party Services Provider 

 

IT services that a Service provider has subcontracted to a Third party 

 

23. Misinformation  

 

Inaccurate, inadequate or incomplete description of any goods or services or their price 

 

24. Over-redemption  
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Ex gratia or discretionary settlements or gestures of goodwill for third parties including discounts, 

service credits, rebates, price reductions, coupons, prizes, awards or other contractual or non-contractual 

incentives, promotions or inducements 

 

25. Betterment  

 

Any costs of betterment of Insured computer system beyond the state existing prior to the Insured 

event; 

 

26. Management Liability  

 

Any claims (incl. defence costs) arising from Insured’s liability with regard to the management of the 

Insured company or with regard to the making or issuing of any statement, representation or 

information concerning the Insured company. 

 

27. Employment  

 

Any employer-employee relations, policies, practices, acts or omissions, any actual or alleged refusal 

to employ any person, or any misconduct, including physical or sexual, with respect to employees, 

including negligent employment, investigation, supervision, hiring, training or retention of any 

employee, Insured company or person for whom the Insured company is legally responsible. 

However, this exclusion does not apply to a Data breach. the insolvency, liquidation, bankruptcy or 

any person or entity, including any Insured company to the extent permitted by law, or the failure, 

inability or unwillingness of any person or entity or Insured company to make payments or perform 

obligations or conduct business because of insolvency, liquidation or bankruptcy. For the avoidance of 

doubt, this exclusion also applies to the insolvency of any Service provider. 

 

V. CLAIM NOTIFICATION  

1. Reporting.  

 

Insured must report as soon as it is reasonably practicable: 

a. to the Incident response provider and the Insurer of any actual or suspected Data breach, Cyber 

incident, cyberextortion which may give rise to payment under this policy; 

b. to the Insurer of any Third party claim or circumstance which may give rise to a Third party 

claim. 

 

2. Insured’s obligations.  

 

Insured must: 

a. provide to the Insurer the evidence demonstrating the occurrence and describe the likely 

consequences of any Insured event; 

b. take all reasonable and necessary measures to minimise the duration and effect of any Insured 

event; 

c. do and permit to be done all such things as may be practicable to establish the cause and extent of 

the Insured event; 

d. preserve any Hardware, Software and Data and make these available to the Insurer or the incident 

response provider; 

e. provide a detailed computation of any costs, expenses or reduction of gross profits. To this purpose 

Insured shall produce any documentary evidence, including any applicable reports, books of 
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accounts, bills, invoices or other documents which the Insurer may require and Insured shall 

afford the Insurer any assistance in Insurer’s investigations; 

f. comply with any reasonable recommendations made by the Insurer or the Incident response 

provider. 

 

2. Claims and regulatory proceedings against Insured 

 

a. The Insurer shall have the right, but not the duty, to defend any covered Third party claim brought 

against Insured. The same applies to the legal defense in the context of any regulatory proceeding 

initiated against Insured. 

In case the Insurer opts to defend Insured, the Insurer shall consult and endeavour to reach an 

agreement with Insured regarding the appointment of counsel, but shall retain the right to appoint 

counsel and to arrange defense as it deems necessary. 

b. Insured must not, without Insurer’s prior written consent, admit liability for, pay, settle any Third 

party claim nor assume any obligation, admit responsibility or agree to any settlement in the course 

of a regulatory proceeding. 

c. Insured shall assist the Insurer in investigating, defending and settling the Third party claim, and 

assist any lawyer or other Expert the Insurer appoints on Insured’s behalf to defend the Third 

party claim. 

d. Insured must pay the Retention to any Third party the Insurer requires in order to comply with 

any settlement.  

If the Insurer has directly indemnified any Third party, Insured must immediately reimburse the 

Insurer for the amount of the applicable Retention. 

 

3. Co-operation.  

 

If the Insurer requests, then the Insured must: 

a. co-operate with and assist the Insurer when required including providing information and securing 

the co-operation and attendance in court of witnesses employed by Insured; 

b. enforce any legal rights Insured or the Insurer may have against any Third party who may be 

liable to Insured for a Cyber incident, including giving the Insurer authority to bring court 

proceedings in Insured’s name against a Third party and to settle those proceedings; 

c. produce and provide the Insurer, any documents that Insurer requires to secure Insurer’s rights 

under this policy. 

 

4. Documents required at the time of claim 

Documents required for processing of Claims are as follows: 

 

- Claim Form duly filled in & signed. 

- Original Policy /Certificate. 

- Copy of FIR lodged with police authorities/ cyber cell and/or duly acknowledged copy of Police 

Complaint. 

- Copies of legal notice received from any affected person/entity 

- Copies of summons received from any court in respect of a suit filed by an affected party/entity 

- Original and/ or attested invoices for expenses incurred on all costs being claimed under this policy 

- Original and/ or attested for expenses incurred due to involvement of a specialist service provider 

or advisor 
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- Details/invoices of costs incurred for filing of a claim for damages against a third party perpetrator 

in connection with a cyber incident governed by this Policy. 

- Legal cost supporting document where ever applicable 

- Letter of Subrogation cum special power of Attorney where ever applicable 

- Any other document as deem fit on case to case basis 

 

5. Turn Around Time (TAT) for claims settlement 

 

Appointment of surveyor Within 24 hours of reporting of claim 

Submission of final survey report Within 15 days of allocation 

Settlement of claims Within 7 days of receipt of the survey report or after expiry 

of 15 days from allocation of the claim to the surveyor 

whichever is earlier* 

 

*This timeline will apply where surveyors are appointed 

 

VI. GENERAL TERMS AND CONDITIONS 

1. Disclosure to information norm 

 

This Policy has been issued on the basis of the information provided in respect of Insured in the Proposal 

Form, personal statement and any other details submitted in relation to the Proposal Form/personal 

statement. The Policy shall be void and all premium paid hereon shall be forfeited to the Insurer, in the 

event of misrepresentation, mis-description or non-disclosure of any material fact. If at the time of 

issuance of Policy or during continuation of the Policy, any material fact in the information provided to 

the Insurer in the Proposal Form or otherwise, by Insured, or anyone acting on behalf of Insured is 

found to be incorrect, incomplete, suppressed or not disclosed, wilfully or otherwise, the Policy shall 

be void, and no benefit will be payable thereunder. 

 

2. The Insurer’s liability 

 

The Insurer will not be liable for the Retention applicable to each and every Insured event. The 

Insurer’s liability will be in excess of the Retention and will be subject to the Sub-limit and the 

Aggregate limit of liability as stated in the Policy Schedule. 

 

3. Security obligations 

 

Insured has the obligation to: 

a. back-up Insured Data with the frequency as specified in the Policy Schedule; 

b. Install, keep permanently activated and automatically updated, adequate professional anti-Malware 

Software for Insured Computer systems; and 

c. protect Insured Computer systems and computer network from Cyber incidents by: 

adequate and regularly updated: 

- passwords; 

- system configurations; 

- Software patches; and 

- firewalls. 

d. upgrade, replace or terminate the usage of any Software or Hardware that is no longer supported 

by the manufacturer within a period of 3 months. 
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In case Insured does not comply with these security obligations the Insurer has the right to refuse 

any payment to Insured in the case of a Cyber incident or Data breach. 

However, the Insurer shall not refuse the payment to Insured in case Insured proves that the non-

compliance with the above security obligations was neither intentional nor grossly negligent. 

Equally the Insurer shall not refuse the payment to Insured in case Insured proves the Cyber 

incident was not caused or aggravated by the non-compliance with the above security obligations. 

 

4. Payment by more than one section 

 

Any Insured event affecting more than one section of cover will be subject to the highest applicable 

Retention and in addition, if applicable, the Waiting period for section I.A.3 (Business interruption) 

 

5. Subrogation 

 

If any payment is made under this policy, the Insurer will be subrogated to the extent of such payment 

up to all Insured rights of recovery from any Third party. Insured must do all that is necessary to 

secure and must not prejudice such rights. Any monies recovered will be applied first to any costs and 

expenses made to obtain the recovery, second to any payments made by Insurer, and third to any other 

payments made by Insured. 

 

6. Material change in risk 

 

Insured must notify the Insurer, as soon as reasonably practicable, of any material change in risk of 

which Insured becomes aware or ought reasonably to be aware, including without limitation any 

acquisition by or of Insured during the Policy period. The Insurer will not pay for any Insured event 

resulting from any material change in risk unless the Insurer has agreed to that material change in risk 

and received adequate additional Premium (if Insurer requires). 

 

7. Other Insurance 

 

If there is other insurance for the same Insured event this policy will apply in excess of this other policy 

and will not contribute with this other insurance. Insured must not insure the Retention as set forth in 

the Policy Schedule. 

 

8. Cancellation 

 

The insured can cancel the policy at any time during the term, without assigning any reason, by giving 

notice in writing to the Insurer.The Insurer shall- 

• Refund proportion premium for unexpired policy period, if the term of the policy is upto one 

year and there is no claim(s) made during the policy period. 

• Refund premium for the unexpired policy period, in respect of policy with the term more than 

one year and the risk coverage for such policy years has not commenced. 

 

The Insurer can cancel the policy only on the grounds of established fraud, by giving minimum notice 

of 7 days to the insured. 
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9. Confidentiality 

 

Insured must not disclose the existence of this policy save to Insured’s senior management, 

professional advisers, financial institutions or where under a legal obligation to do so unless the Insurer 

has given their prior written consent. The Insurer may not pay a claim under section I.A.1 (Cyber-

extortion) or may cancel the Insured’s cover under that section immediately from the date of 

disclosure.  

 

10. Arbitration  

 

The parties to the contract may mutually agree and enter into a separate Arbitration Agreement to settle 

any and all disputes in relation to this policy.  

 

Arbitration shall be conducted under and in accordance with the provisions of the Arbitration and 

Conciliation Act, 1996. 

 

Note: The above Arbitration Clause is not applicable to retail/ individual policyholders. 

 

11. Multiple policies involving Bank or other lending or financing entity 

 

In case there is more than one insurance policy issued to the customer/ policyholder covering the 

same risk, the insurer will not apply contribution clause. Underinsurance will be applied on an 

overall basis taking into consideration the sum insured under all policies and comparing it with the 

value at risk 

 

12. Plurals, Headings and Titles 

 

The descriptions in the headings and titles of this Policy are solely for reference and convenience and 

do not lend any meaning to this contract. Words and expressions in the singular shall include the plural 

and vice versa. In this Policy, words in bold typeface have special meaning and are defined. Words that 

are not specifically defined in this Policy have the meaning normally attributed to them. 

 

13. Notices 

 

Notices must be in writing and sent by e-mail, registered post or hand to the addresses stated in the 

Policy Schedule or any other agreed addresses. Insured may give notice by telephone but must send a 

written notice as soon as practical afterwards. 

 

14. Assignment 

 

Insured must not assign any legal rights or interests in this policy without the Insurer’s prior written 

consent. 

 

15. Variations 

 

Variations to this policy must be agreed by the parties in writing. 

 

16. Severability 
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Any unenforceable provision of this policy will not affect any other provisions and, if practicable, will 

be replaced with an enforceable provision with the same or similar intent as that unenforceable 

provision. 

 

17. Third party rights 

 

No Third party who is not a party to this policy shall has any right to enforce any part of this policy. 

 

18. Scope and Governing Law 

  

This Policy shall apply to any Claim made against any Insured as defined under item Territory and 

Jurisdiction in the Policy Schedule. Any interpretation of this Policy relating to its construction, validity 

or operation shall be made in accordance with the laws of India and in accordance with the English text 

as it appears in this Policy. 

 

19. Validity  

 

This Policy is not binding upon the Insurer unless it is countersigned on the Schedule by an authorised 

representative of the Insurer. 

 

20. Grievance Redressal 

 

For resolution of any query or grievance, Insured may contact the respective branch office of the 

Insurer or may call toll free number 1800 266 4545 or may write an e- mail at care@zurichkotak.com. 

 

In case the Insured is not satisfied with the response, Insured may contact the Grievance Officer of 

the Insurer at grievanceofficer@zurichkotak.com. In case if the Insured is not satisfied with the 

solution the Grievance Officer has provided, Insured can write 

to seniorgrievanceofficer@zurichkotak.com/ chiefgrievanceofficer@zurichkotak.com. 

 

However, if the resolution provided by the Insurer is not satisfactory the Insured may approach 

Insurance Regulatory and Development Authority of India (IRDAI) through the Bima Bharosa Portal 

https://bimabharosa.irdai.gov.in 

 

The Insured may also approach Insurance Ombudsman, subject to vested jurisdiction, for the redressal 

of grievance. The details of the Insurance Ombudsman is available hereunder.  

  

The details of the Insurance Ombudsman/ complete Grievance Redressal Process is also available at 

Insurer’s website: www.zurichkotak.com    

 

The updated details of Insurance Ombudsman offices are also available on the website of Council for 

Insurance Ombudsmen: www.cioins.co.in/Ombudsman  

 

 

 

 

 

 

mailto:care@zurichkotak.com
mailto:grievanceofficer@zurichkotak.com
mailto:seniorgrievanceofficer@zurichkotak.com
mailto:chiefgrievanceofficer@zurichkotak.com
https://bimabharosa.irdai.gov.in/
http://www.zurichkotak.com/
http://www.cioins.co.in/Ombudsman
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Details of Insurance Ombudsman 

 

Office Details  Jurisdiction of Office Union Territory, District 

Ahmedabad:  

Office of the Insurance Ombudsman, Jeevan Prakash 

Building, 6th floor, Tilak Marg, Relief Road, 

AHMEDABAD – 380 001. Tel.: 079 - 25501201/02/05 

/06 

Email: bimalokpal.ahmedabad@cioins.co.in 

Gujarat, Dadra & Nagar Haveli, Daman and Diu. 

Bengaluru:  

Office of the Insurance Ombudsman, Jeevan Soudha 

Building, PID No. 57-27-N-19, Ground Floor, 19/19, 

24th Main Road, JP Nagar, Ist Phase, Bengaluru – 560 

078. 

Tel.: 080 - 26652048 / 26652049 

Email: bimalokpal.bengaluru@cioins.co.in 

Karnataka. 

Bhopal:  

Office of the Insurance Ombudsman, Janak Vihar 

Complex, 2nd Floor, 6, Malviya Nagar, Opp. Airtel 

Office, Near New Market, Bhopal – 462 003. 

Tel.: 0755 - 2769201 / 2769202 

Email: bimalokpal.bhopal@cioins.co.in 

Madhya Pradesh and Chattisgarh. 

Bhubneshwar:  

Office of the Insurance Ombudsman, 62, Forest park, 

Bhubaneswar – 751 009. Tel.: 0674 - 2596461 

/2596455 

Email: bimalokpal.bhubaneswar@cioins.co.in 

Orissa. 

Chandigarh:  

Office of the Insurance Ombudsman, S.C.O. No. 101, 

102 & 103, 2nd Floor, Batra Building, Sector 17 – D, 

Chandigarh – 160 017. Tel.: 0172 - 2706196 / 2706468 

Email: bimalokpal.chandigarh@cioins.co.in 

Punjab, Haryana (excluding Gurugram, 

Faridabad, Sonepat and Bahadurgarh), 

Himachal Pradesh, Union Territories of Jammu 

& Kashmir, Ladakh & Chandigarh. 

Chennai:  

Office of the Insurance Ombudsman, Fatima Akhtar 

Court, 4th Floor, 453, Anna Salai, Teynampet, 

CHENNAI – 600 018. 

Tel.: 044 - 24333668 / 24335284 

Email: bimalokpal.chennai@cioins.co.in 

Tamil Nadu, Puducherry Town and Karaikal 

(which are part of Puducherry). 

Delhi:  

Office of the Insurance Ombudsman, 2/2 A, Universal 

Insurance Building, Asaf Ali Road, New Delhi – 110 

002. 

Tel.: 011 - 23232481/23213504 

Email: bimalokpal.delhi@cioins.co.in 

Delhi & following Districts of Haryana - Gurugram, 

Faridabad, Sonepat & Bahadurgarh. 

Guwahati:  

Office of the Insurance Ombudsman, Jeevan Nivesh, 

5th Floor, Nr. Panbazar over bridge, S.S. Road, 

Guwahati – 781001(ASSAM).  

Tel.: 0361 - 2632204 / 2602205 

Email: bimalokpal.guwahati@cioins.co.in 

Assam, Meghalaya, Manipur, Mizoram, Arunachal 

Pradesh, Nagaland and Tripura. 

Hyderabad:  Andhra Pradesh, Telangana, Yanam and part of 

Union Territory of Puducherry. 

mailto:bimalokpal.ahmedabad@cioins.co.in
mailto:bimalokpal.bengaluru@cioins.co.in
mailto:bimalokpal.bhopal@cioins.co.in
mailto:bimalokpal.bhubaneswar@cioins.co.in
mailto:bimalokpal.chandigarh@cioins.co.in
mailto:bimalokpal.chennai@cioins.co.in
mailto:bimalokpal.delhi@cioins.co.in
mailto:bimalokpal.guwahati@cioins.co.in
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Office of the Insurance Ombudsman, 6-2-46, 1st floor, 

"Moin Court", Lane Opp. Saleem Function Palace, A. 

C. Guards, Lakdi-Ka-Pool, Hyderabad - 500 004.  

Tel.: 040 - 23312122 

Email: bimalokpal.hyderabad@cioins.co.in 

Jaipur:  

Office of the Insurance Ombudsman, Jeevan Nidhi – II 

Bldg., Gr. Floor, Bhawani Singh Marg, Jaipur - 302 

005. 

Tel.: 0141 - 2740363 

Email: bimalokpal.jaipur@cioins.co.in 

Rajasthan. 

Ernakulam:  

Office of the Insurance Ombudsman, 2nd Floor, Pulinat 

Bldg., Opp. Cochin Shipyard, M. G. Road, Ernakulam 

- 682 015.Tel.: 0484 - 2358759 / 2359338 

Email: bimalokpal.ernakulam@cioins.co.in 

Kerala, Lakshadweep, Mahe-a part of Union 

Territory of Puducherry. 

Kolkata:  

Office of the Insurance Ombudsman, Hindustan Bldg. 

Annexe, 4th Floor, 4, C.R. Avenue, KOLKATA - 700 

072. 

Tel.: 033 - 22124339 / 22124340 

Email: bimalokpal.kolkata@cioins.co.in 

West Bengal, Sikkim, Andaman & Nicobar 

Islands. 

Lucknow:  

Office of the Insurance Ombudsman, 6th Floor, Jeevan 

Bhawan, Phase-II, Nawal Kishore Road, Hazratganj, 

Lucknow - 226 001. Tel.: 0522 - 2231330 / 2231331 

Email: bimalokpal.lucknow@cioins.co.in 

Districts of Uttar Pradesh : Lalitpur, Jhansi, 

Mahoba, Hamirpur, Banda, Chitrakoot, 

Allahabad, Mirzapur, Sonbhabdra, Fatehpur, 

Pratapgarh, Jaunpur, Varanasi, Gazipur, Jalaun, 

Kanpur, Lucknow, Unnao, Sitapur, Lakhimpur, 

Bahraich, Barabanki, Raebareli, Sravasti, 

Gonda, Faizabad, Amethi, Kaushambi, 

Balrampur, Basti, Ambedkarnagar, Sultanpur, 

Maharajgang, Santkabirnagar, Azamgarh, 

Kushinagar, Gorkhpur, Deoria, Mau, Ghazipur, 

Chandauli, Ballia, Sidharathnagar. 

Mumbai:  

Office of the Insurance Ombudsman, 3rd Floor, Jeevan 

Seva Annexe, S. V. Road, Santacruz (W), Mumbai - 

400 054. Tel.: 

69038821/23/24/25/26/27/28/28/29/30/31 

Email: bimalokpal.mumbai@cioins.co.in 

Goa, Mumbai Metropolitan Region (excluding 

Navi Mumbai & Thane). 

Noida:  

Office of the Insurance Ombudsman, Bhagwan Sahai 

Palace 4th Floor, Main Road, Naya Bans, Sector 15, 

Distt: Gautam Buddh Nagar, U.P-201301. 

Tel.: 0120-2514252 / 2514253 

Email: bimalokpal.noida@cioins.co.in 

State of Uttarakhand and the following Districts of Ut-

tar Pradesh: Agra, Aligarh, Bagpat, Bareilly, Bijnor, 

Budaun, Bulandshehar, Etah, Kannauj, Mainpuri, Ma-

thura, Meerut, Moradabad, Muzaffarnagar, Oraiyya, 

Pilibhit, Etawah, Farrukhabad, Firozbad, Gautam 

Buddh nagar, Ghaziabad, Hardoi, Shahjahanpur, Ha-

pur, Shamli, Rampur, Kashganj, Sambhal, Amroha, 

Hathras, Kanshiramnagar, Saharanpur. 

Patna:  

Office of the Insurance Ombudsman, 2nd Floor, Lalit 

Bhawan, Bailey Road, Patna 800 001.  

Tel.: 0612-2547068 

Email: bimalokpal.patna@cioins.co.in 

Bihar and Jharkhand. 

mailto:bimalokpal.hyderabad@cioins.co.in
mailto:bimalokpal.jaipur@cioins.co.in
mailto:bimalokpal.ernakulam@cioins.co.in
mailto:bimalokpal.kolkata@cioins.co.in
mailto:bimalokpal.lucknow@cioins.co.in
mailto:bimalokpal.mumbai@cioins.co.in
mailto:bimalokpal.noida@cioins.co.in
mailto:bimalokpal.patna@cioins.co.in
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Pune:  

Office of the Insurance Ombudsman, Jeevan Darshan 

Bldg., 3rd Floor, C.T.S. No.s. 195 to 198, N.C. Kelkar 

Road, Narayan Peth, Pune – 411 030. 

Tel.: 020-41312555 

Email: bimalokpal.pune@cioins.co.in 

Maharashtra, Areas of Navi Mumbai and Thane 

(excluding Mumbai Metropolitan Region). 
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Part III: Endorsement Wording 

 

This endorsement effective DD Month 20XX forms a part of policy number XXXXXXX issued 

to XXXXX by Zurich Kotak General Insurance Company (India) Limited 

 

Critical Infrastructure Failure Exclusion with carve back for First Party Forensic Losses  

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that the Policy 

does not cover any Cyber incident and or Data breach resulting from any Critical Infrastructure Failure.  

 

Critical Infrastructure Failure (CIF), meaning that this agreement does not cover Business Interruption 

Losses, breach response cost losses or any other first party losses caused by Failure of External 

Networks. 

However, this exclusion with respect to first party forensic losses as a result of a data breach shall not 

apply. 

 

For the purpose of this endorsement the below Definitions is being amended:  

 

a) Failure of External Networks means failure, interruption, degradation or outage of infrastructure 

which supports telecommunications, Internet Service, satellite, cable, electricity, gas, water or other 

utility services and which is not under the control and management of the policyholder or of a Service 

Provider. 

 

b) Service Provider means any third party that is assigned by the policyholder by written contract to 

provide services for the benefit of the policyholder; however the term Service Provider shall not 

encompass any supplier of goods (e.g. supplier of raw materials or other products) and those third 

parties providing telecommunications, Internet Service, satellite, cable, electricity, gas, water or other 

utility services. 

 

c) Business Interruption Losses means the policyholder’s loss of gross profit and increased cost of 

working incurred during the indemnity period. 

 

d) Internet Service means services to enable the use of the internet, such as  

(1) Internet Service providers responsible for the provision of services, hardware and technical 

equipment for accessing and use/operation of the internet; 

(2) domain name system service providers; 

(3) other internet and external network service providers responsible for internet exchanges, network 

providers; and, 

(4) cable network, satellite and radio communication network operators. 

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

Authorized Signatory   
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This endorsement effective DD Month 20XX forms a part of policy number XXXXXXX issued 

to XXXXX by Zurich Kotak General Insurance Company (India) Limited 

 

War, Cyber War and Cyber Operations Exclusion 

 

1. Notwithstanding any provision to the contrary in this insurance, this insurance does not cover 

any loss, damage, liability, cost or expense of any kind (together “loss”) directly or indirectly 

occasioned by, happening through or in consequence of war or a cyber operation. 

2. The Insurer shall have the burden of proving that this exclusion applies. Attribution of a cyber 

operation to a State 

3. The primary but not exclusive factor in determining attribution of a cyber operation shall be 

whether the government of the State (including its intelligence and security services) in which 

the computer system affected by the cyber operation is physically located attributes the cyber 

operation to another State or those acting on its behalf. 

4. Pending attribution by the government of the State (including its intelligence and security 

services) in which the computer system affected by the cyber operation is physically located, 

the Insurer may rely upon an inference which is objectively reasonable as to attribution of the 

cyber operation to another State or those acting on its behalf. It is agreed that during this period 

no loss shall be paid. 

5. In the event that the government of the State (including its intelligence and security services) 

in which the computer system affected by the cyber operation is physically located either: 

a. takes an unreasonable length of time to, or 

b. does not, or  

c. declares it is unable to 

attribute the cyber operation to another State or those acting on its behalf, it shall be for the 

Insurer to prove attribution by reference to such other evidence as is available. 

 

For the Purpose of the Endorsement the following Definitions is being amended and added 

III 4. Computer system means any computer, hardware, software, communications system, electronic 

device (including but not limited to, smart phone, laptop, tablet, wearable device), server, cloud 

infrastructure or microcontroller including any similar system or any configuration of the 

aforementioned and including any associated input, output, data storage device, networking equipment 

or back up facility. 

 

Cyber operation means the use of a computer system by or on behalf of a State to disrupt, deny, 

degrade, manipulate or destroy information in a computer system of or in another State. 

 

State means Territory / Jurisdiction defined in the Policy Schedule 

 

War means: 

a) the use of physical force by a State against another State or as part of a civil war, rebellion, 

revolution, insurrection, and/or 

b) military or usurped power or confiscation or nationalisation or requisition or destruction of or 

damage to property by or under the order of any government or public or local authority, 

whether war be declared or not. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

For Zurich Kotak General Insurance Company (India) Limited 

Authorized Signatory   
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This endorsement effective DD Month 20XX forms a part of policy number XXXXXXX issued 

to XXXXX by Zurich Kotak General Insurance Company (India) Limited 

 

Regulatory Costs and Fines Cover 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

The Insurer agreed to  pay to or on behalf of an Insured all Fines and Penalties and Defence Costs 

arising from a Claim by a Regulator first made against an Insured during the Period of Insurance or 

the Discovery Period, if applicable, which arises out of a Data Breach or Privacy Breach. 

Coverage for Fines and Penalties is subject to a sublimit as specified in Item 6.a.of the Schedule 

 

For the Purpose of this Endorsement the following Definition is being amended and added as below  

 

“Regulator Authority means any official or public body with responsibility to enforce Data Protection 

Legislation or Authority empowered to adjudicate the disputes/complaints, including but not limited to 

any Controller of Certifying Authorities, Deputy Controller of Certifying Authorities, Assistant 

Controller of Certifying Authorities, adjudicating officer, Cyber Appellate Tribunal, appointed or 

constituted under the Indian Information Technology Act, 2000 read with Information Technology 

(Reasonable security practices and procedures and sensitive personal data or information) Rules, 2011, 

or such other Regulator/adjudicating authority as may be designated/appointed, from time to time. 

 

Fines and Penalties means all monetary fines and penalties that are insurable by the law applicable to 

this Policy and the jurisdiction in which the payment is to be made, which the Insured is legally 

obligated to pay following the conclusion of a Claim by a Regulator. 

 

For the Purpose of this Endorsement the General Exclusion IV.12 is being deleted entirely.  

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory   
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This endorsement effective DD Month 20XX forms a part of policy number XXXXXXX issued 

to XXXXX by Zurich Kotak General Insurance Company (India) Limited 

 

Emergency Costs 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

Where it is not possible to obtain the Insurer’s prior written consent, the Insurer will retroactively 

approve the reasonable and necessary Legal Defence Costs, Incident and breach Response Costs, 

Restoration Costs or Incident response provider Costs. 

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule. 

 

Provided that, the Liability of the Insurer under this extension under section shall not exceed the Limit 

of Liability mentioned in the Item 3 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory   
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This endorsement effective DD Month 20XX forms a part of policy number XXXXXXX issued 

to XXXXX by Zurich Kotak General Insurance Company (India) Limited 

 

Contractual Penalties 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

  

The Insurer shall pay to or on behalf of an Insured all Damages, Contractual Penalties and Defence 

Costs arising from a Claim first made against an Insured during the Period of Insurance or the 

Discovery Period, if applicable, by a E-Payment Service Provider alleging a negligent breach of any 

published Payment Card Industry Data Security Standards that the Insured is required to comply with. 

 

For the Purpose of the endorsement the below definition is being added in the policy wording. 

 

Contractual Penalties means any sum incurred by and enforced against the Insured as a penalty 

pursuant to terms agreed under a written contract. 

 

E-Payment Service Provider means one of the following service providers: American Express, 

Mastercard, Visa, Maestro Card or any other similar service provider authorized by the competent 

payment services authority. 

 

Damages means the following, incurred as a result of a Claim: 

a) any amounts that an Insured shall be legally liable to pay to a Third Party in respect of judgments or 

arbitral awards rendered against an Insured; 

b) monies payable by an Insured to a Third Party pursuant to a settlement agreement negotiated by the 

Insurer with the prior written approval by the Insurer; or 

c) punitive or exemplary damages where insurable by the law of this Policy and the jurisdiction in which 

the payment is to be made. 

Damages shall not include: 

a) the loss, offset or return of fees, commissions, royalties, bonuses or profits by the Insured or 

the costs to reperform any services; 

b) the costs to comply with any order for, grant of or agreement to provide injunctive or other non-

monetary relief; 

c) the costs to design, upgrade, maintain, or improve a Computer System or Computer 

Programme, including correcting any deficiencies or problems; 

d) taxes, fines or contractual penalties, unless covered under Coverage Regulatory Costs and Fines 

Cover and E-Payment / Contractual Penalties 

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory  
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This endorsement effective DD Month 20XX forms a part of policy number XXXXXXX issued 
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Crisis Communication Cover 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

The Insurer shall pay to or on behalf of an Insured Public Relation Expenses to prevent or reduce the 

effects of negative publicity which the Insured reasonably believes to arise from an event covered under 

this Policy. 

 

For the Purpose of this endorsement the below definition is being added  

 

Public Relation Expenses means the reasonable and necessary costs incurred by the Insured, with the 

prior written consent of the Insurer, in retaining a Public Relations Consultant. 

 

Public Relations Consultant means one of the consultants named in Policy Schedule or any other 

crisis communications consultant appointed by the Insured with the prior written consent of the 

Insurer 

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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This endorsement effective DD Month 20XX forms a part of policy number XXXXXXX issued 

to XXXXX by Zurich Kotak General Insurance Company (India) Limited 

 

Consultant Services Cover 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

The Insurer shall pay to or on behalf of an Insured the Consultant Costs incurred by the Insured: 

- in order to prove the amount and the extent of a covered Loss and to investigate the source of such 

Loss and adequate steps to mitigate it. 

- In case that the Insured on the ground of facts reasonably suspects a breach or interference of privacy 

rights, Cyber Incident or Business Interruption, to investigate if and to what extend such Breach or 

interference of privacy rights, Cyber Incident or Business Interruption Event has taken place, the causes 

of such event and how it can be mitigated. 

 

For the Purpose of this endorsement , the following definition is being added 

 

Consultant Costs means the reasonable and necessary fees and expenses incurred by an external IT 

Expert.  

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory  
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Emergency Incident Response  

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

Emergency Incident Response Expenses incurred within the first 48 hours immediately following the 

discovery of a reasonably suspected or confirmed Cyber Incident or Business Interruption Incident by 

any Control Group member during the Policy Period and reported to the Insurer pursuant to Section 

V Claim Notification, which requires immediate attention in order to mitigate the damage from, effects 

of and costs related to such Cyber Incident or Business Interruption Incident. 

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory  
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Advancement of Defence Costs 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

The Insurer shall, prior to the final disposition of any Claim Costs within thirty (30) days of receipt of 

invoice for same provided that, with respect to any Claim brought or maintained by or on behalf of any 

government agency or authority; or licensing or regulatory organization, the Insured ’s obligation to 

advance Defence Costs is limited to the sub limit in Item 13 the Policy Schedule. 

 

Any advancement of Defence Costs shall be repaid to the Insurer by the Insured’s, severally according 

to their respective interests, if and to the extent it is determined that such Defence Costs are not Insured 

under this Policy. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Policy Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Bilateral Extended Reporting Period 

 

If this policy is terminated or not renewed by either the Insurer other than termination by the Insurer 

for non-payment of premium, and provided no Event has occurred, the Insured’s shall have the right: 

 

(i) to an extended reporting period of 90 days within which to report any that are first made during the 

Policy Period or during such 90 day period. There is no additional premium payable for such extended 

reporting period; 

(ii) upon payment of the additional premium set forth in Item an additional extended reporting period 

of 365 days from the expiry date of the extended reporting period referred to in (i) above within which 

to report any Claims first made during the Policy Period or during such additional 365 days, but only 

to the extent such Claims are for Wrongful Acts effective date of termination or non-renewal. 

 

Any Claim made during an Extended Reporting Period shall be deemed to have been made during the 

immediately preceding Policy Period. 

 

If Bilateral Extended Reporting Period is elected then it cannot be cancelled by the Insured’s or the 

Insurer; and the entire premium noted in Item 4 of the Policy Schedule shall be deemed fully earned 

at the inception of the additional Extended Reporting Period. 

 

The offer of renewal terms or premiums different from renewal shall not constitute a refusal to renew. 

Cover as set forth in the above extensions is subject to all the provisions of this policy unless stated 

otherwise. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Pro-active Forensic Services  

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

The Insurer will pay to or on behalf of any Insurer all Professional Fees (not to exceed the Sublimit 

in item 13 of the Policy Schedule) of forensic cyber risk specialists for the purpose of substantiating 

whether a Qualifying Breach of Data Security has occurred/is occurring and identifying the cause of 

the breach and for making recommendations as to how this may be prevented or mitigated.  

 

Such Professional Fees can only be incurred from the date of notification to the Insurer in accordance 

with Section V Claim Notification.   

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Payment Card Industry Fines and Penalties 

 

The Insurer agrees to pay fines or penalties attributable to the Insured’s failure to comply with the 

Payment Card Industry Data Security Standard (PCI DSS), provided the Insured has taken all 

reasonable steps to be compliant with the PCI DSS. 

 

This Extension is subject to the Sub-Limit specified in the Policy Schedule Item no 13. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Privacy Fines and Investigations  

 

The Insurer will pay, to the extent it is permitted to by law any:  

(a) fine or penalty payable by the Insured as a direct result of a breach by the Insured of its Privacy 

Obligations; and/or  

(b) Regulatory Investigation Costs into such breach. When notice of such Regulatory Investigation is 

first received by the Insured it must be notified to the Insurer in writing as soon as reasonably possible 

during the Period of Insurance.  

 

This Extension is subject to the Sub-Limit specified in Item no 13 of the Policy Schedule. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Amended Definition Of Crisis Expenses To Include Counselling Services 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

The Insurer will pay for any Crisis Expenses on behalf of the Insurer.  

 

Crisis Expenses means reasonable costs, charges, fees and expenses (other than regular or overtime 

wages, salaries or fees of Insured or office overheads, travel costs unrelated to a Claim or Loss or other 

administration costs) incurred by the Insured, with the Insurer’s prior written consent (which shall not 

be unreasonably withheld), in retaining the services of an independent legal counsel; an information 

security forensic investigator; a public relations consultant to advise the Insured with respect to 

managing the public communication of and limiting the disruption to the Insured’s business due to a 

Claim. 

 

Further, Crisis Expenses shall also include Counselling Services  

 

Counselling Services means all reasonable fees, costs and expenses of an accredited psychiatrist, 

psychologist or counsellor chosen by the Insured Person at his/her own discretion with the prior written 

consent of the Insurer, not to be unreasonable withheld or delayed, to treat stress, anxiety or such 

similar medical conditions resulting from a Claim against, or Investigation compelling attendance by, 

such Insured Person. 

 

This Extension is subject to the Sub-Limit specified in Item no 13 of the Policy Schedule. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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CONTROL GROUP CLAUSE ENDORSEMENT  

 

 It is hereby agreed that the Reporting clause V.1 is deleted in its entirety and replaced as below: 

 

A. With respect to Section 1.A The Insured 

 

1. shall give to the Insurer written notice of any Claim, Loss or Expense as soon as Insured's 

Control Group first becomes aware after Discovery of a Claim, Loss or an Expense; 

2. shall furnish a proof of loss with full particulars to the Insurer within six (6) months of such 

Discovery; 

3. submit to examination under oath at the Insurer’s request; 

4. produce all pertinent records at such reasonable times and places as the Insurer designates; and 

5. fully co-operate with the Insurer in all matters pertaining to a Claim for Loss. 

 

B. With respect to Section 1.B The Insured 

 

1. The Insured’s shall give to the Insurer written notice of any Claim as soon as Insured's 

Control Group first becomes aware and, in any event, no later than the expiration of any 

applicable Extended Reporting Period. 

2. If, during the Policy Period or Extended Reporting Period, Insured's Control Group first 

becomes aware of circumstances which could give rise to a Claim and gives written notice of 

such circumstances to the Insurer then any Claims subsequently arising from such 

circumstances shall be considered to have been made during the Policy Period or the Extended 

Period in which the circumstances were first reported to the Insurer. 

3. The Insured’s shall give to the Insurer such information and cooperation as it may reasonably 

require including but not limited to a description of the Claim or circumstances; the nature of 

the alleged or potential Loss; the names of actual or potential Claimants; and the manner in 

which the Insured's Control Group first became aware of the Claim or circumstances. 

 

For the purpose of this endorsement, Control Group means the following executive officers of the 

Insured: 

  

1. President/Chief Executive Officer 

2. Chief Financial Officer 

3. Chief Technology Officer 

4. Chief Information Officer 

5. Risk Manager; and  

6. General Counsel and staff attorneys employed by the Insured. 

7. or a person in the role of equivalent function in any of the above specified.  

  

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Specific Matter Endorsement – Change in Insuring Agreement / Clause  

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

XXXXXXXXX 

 

Provided that, the Liability of the Insurer under this extension shall be up to the Sub-limits stated in 

Item no 13 and shall not exceed the Limit of Liability mentioned in the Item 5 -Total Aggregate Limit 

of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered.  

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Specific Matter Endorsement – Change in Exclusion/ General Conditions   

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

XXXXXXXXX 

 

Provided that, the Liability of the Insurer under this extension shall be up to the Sub-limits stated in 

Item no 13 and shall not exceed the Limit of Liability mentioned in the Item 5 -Total Aggregate Limit 

of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered.  

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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6. Additional Insured  

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

It is hereby agreed and declared that any party designated as Additional Insured is covered under this 

Policy through an endorsement as required by written contract, but only with respect to liabilities arising 

out of their operations performed by or for the Insured but excluding any negligent acts committed by 

such Additional Insured. 

 

Name of the Entity    

Mailing Address 

 

Provided that, the liability of the Insurer under this extension shall not exceed the overall Limit of 

Liability declared in the Schedule. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Waiver of Subrogation Extension  

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

In the event of any payment under this Policy, the Insurer agrees to waive their subrogation rights 

against any person or organisation who has sought the same in his written contract with the Insured, 

signed with the Insured prior to the notification of the Claim under which such waiver is sought.  

 

Provided that, the Liability of the Insurer under this extension shall be up to the Sub-limits stated in 

Item no 13 and shall not exceed the Limit of Liability mentioned in the Item 5 -Total Aggregate Limit 

of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered.  

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Automatic New Subsidiary Cover 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

 

If during the Policy Period the Insured acquires or creates a new subsidiary/entity then that legal entity 

shall be covered as a subsidiary under this Policy with effect from the date of acquisition or creation 

unless at the time of such acquisition, the legal entity is:                                                                                             

i) domiciled in the United States of America or Canada, its territories and possessions and 

any state or political subdivision thereof;                                                                                            

ii) turnover greater than the 25% of the turnover of the Insured in which case the Insured 

shall provide the Insurer with full information, pay any additional premium and agree to 

any amendment to the provisions requested by the Insurer to obtain cover as a subsidiary 

for such legal entity. 

iii) Not engaged in the same business as the Insured as specified Item 2 of the Schedule 

 

This endorsement shall apply automatically for a period of 60 days from the date the Insured acquires 

control or holding of such entity provided the Insured shall submit in writing to the Insurer the 

particulars of such entity, in any case, prior to the end of the Policy Period. At the Insured’s request, 

cover may be extended for a longer period of time provided that the Insured provides the Insurer with 

sufficient details during such 60-day hold cover period to permit the Insurer to assess and evaluate its 

exposure with respect to such entity and the Insured accepts any consequent amendments to the Policy 

terms and conditions, including payment of any reasonable additional premium required by the Insurer. 

 

All other conditions, sub-limits, clauses, Deductible as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
Maxima Cyber Secure Liability Insurance | UIN: IRDAN152RP0007V02202324     Page 44 of 47 

Zurich Kotak General Insurance Company (India) Limited.(Formerly known as Kotak Mahindra General Insurance Company 

Limited) CIN: U66000MH2014PLC260291; IRDAI Reg. No. 152; Registered & Corporate Office: 401, 4th Floor, Silver 

Metropolis, Jai Coach Compound, Off Western Express Highway, Goregaon (East), Mumbai – 400063. Maharashtra, India. 

Toll free: 1800 266 4545; Email: care@zurichkotak.com; Website: www.zurichkotak.com 

This endorsement effective DD, Month, 20xx forms a part of Policy Number XXXXXXX issued 

to XXXXXXX (Insured) by Zurich Kotak General Insurance Company (India) Limited 

 

Tie-In Limit Clause 

 

It is hereby agreed and declared that notwithstanding anything to the contrary in this policy or in any of 

its conditions, the combined total aggregate limit of indemnity that we shall be liable to pay for any 

Claim for compensation made against the Insured under all insurance covers combined involving both 

this policy and also policy No. ………… [Insert number] shall be ………….. [insert limit] any one 

Claim and in the aggregate inclusive of defence costs.  

 

It is further understood and agreed that this endorsement shall not be construed to increase the limit of 

indemnity as shown in the schedule.  

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

  

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Reward Expenses  

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

The Insurer will pay for reward expenses. 

 

For the Purpose of this endorsement the following definition is being added 

 

Reward Expenses means the reasonable amount paid by an Insured, with the prior approval of the 

Insurer, to an Informant for information not otherwise available which leads to the arrest and 

conviction of persons responsible for a Cyber incident and /or data breach covered under this Policy.  

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Contingent Business Interruption Loss  

 

(a) Cyber Incident are extended to include Outsourced Systems Disruptions, and 

(b) Loss is extended to include Business Interruption Loss arising directly and exclusively from an 

Outsourced Systems Disruption. 

 

Business Interruption Loss resulting from an Outsourced Systems Disruption caused or contributed to 

by any negligent act, error or omission of a Cloud Provider or any employee or service provider of such 

Cloud  

 

Provider is subject to the sub-limit stated in Item no 13 of the Schedule, except to the extent of any 

Data Breach resulting from such Outsourced Systems Disruption. 

 

For the Purpose of this endorsement the following definition is being added  

 

Outsourced Systems Disruption means the unavoidable interruption, unavailability or disruption, in 

whole or in part, of Outsourced Systems, however caused. 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 
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Privacy Notification Expenses 

 

Notwithstanding anything contained to the contrary, it is hereby declared and agreed that: 

The Insurer will pay for Privacy Notification Expenses. 

 

For the Purpose of this endorsement the following definition is being added  

Privacy Notification Expenses means the reasonable costs incurred by and resulting from Disclosure 

Liability or Reputational Liability of  

(a) notifying persons who may have sustained such an injury;  

(b) changing such persons Records; and  

(c) providing them, for a stipulated period of time agreed to by the Insurer, with credit monitoring or 

similar services that may help protect them against the fraudulent use of a Record.  

 

This coverage is subject to a sublimit as specified in Item 13. of the Policy Schedule 

 

Provided that, the Liability of the Insurer under this extension shall not exceed the Limit of Liability 

mentioned in the Item 5 of the Schedule of the Policy. 

 

All other conditions, sub-limits, clauses, Retention as mentioned in the Schedule of this Policy remain 

unaltered. 

 

 

Dated XX (DD), XXX (Month), 20XX at Mumbai 

 

For Zurich Kotak General Insurance Company (India) Limited 

 

Authorized Signatory 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


